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DISCLAIMER: This guideline is provided “as is” for informational purposes only.
Information in this guideline, including references, is subject to change without notice.
The products mentioned herein are the trademarks of their respective owners.
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1.0 Introduction

1.1 Purpose and Scope

This guideline covers web browsers usage, the security risks associated with them and the
controls required to secure them. The process of configuring a web browser security features
is rather simple for the average computer user and is well worth the investment of a few
minutes of our time. This document helps you understand the features offered by different
web browsers, how they affect your web browser’s functionality and security of your

computer.

1.2 Audience
The intended audience of this document includes home Internet users, students, small
business workers, web site owners, webmasters, security professionals, managers and anyone

who make use of the Internet for business or personal purposes.

1.3 Document Structure

This document is organised into the following sections:

Section 1 gives an outline of the document’s content, the targeted audience and the
document’s structure.

Section 2 presents a background on web browsers.

Section 3 provides the types of existing web browsers.

Section 4 discusses the web browser features and risks.

Section 5 details the security measures for securing the web browsers introduced in Section 3.
Section 6 concludes the document.

Section 7 comprises a list of references that have been used in this document.

Appendix A provides a list of acronyms used in this document.

Appendix B presents a list of security terms referred to in this guideline.
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2.0 Background

A Web browser is a computer application used for retrieving, presenting and transmitting
information resources on the World Wide Web (Internet). It is also helpful in accessing
information provided by web servers within private networks or files in file systems. The
most common web browsers in use are Windows Internet Explorer, Mozilla Firefox and

Google Chrome.

Web browsers are among the most commonly used applications on our computer. Those
which come along with your computer’s operating system do not normally have security
features configured by default; therefore it is up to you to enable the security options for
secure Web browsing. Not doing so can support hackers to easily take over your computer, as
well as allow malicious software (malware) such as viruses, spyware and adware to be
downloaded. Many users fail to set up their Web browser security settings, by mere
negligence or ignorance. On average, people who surf on the Internet will click on ads and
links without bothering about how secure is the website or the consequences of clicking on a
malicious link. Users generally make the most of the advantages that Web browsers bring

along and do not consider the overall security aspects.

New computers with pre-installed Web browsers usually contain other types of software
bundled together, that might increase the wvulnerability to unscrupulous attacks. Many
websites require the download of add-ons such as ActiveX" for added features. These also
increase the vulnerability of your Web browser. Sometimes bugs in Web browsers are
discovered once the software has been released. Until there are patches to solve the issue, the

application is vulnerable and prone to software attacks.

Vulnerabilities in Web browsers can help hackers to take control of your computer, steal your
identity and credentials, spy on your surfing habits, and also damage your computer.

Exploiting vulnerabilities in systems is also a low-cost way of doing all of the above.

! ActiveX: is a framework for defining reusable software components in a programming language independent way.
Software applications can then be composed from one or more of these components in order to provide their functionality

Guideline For Securing Your Web Browser Page|8
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3.0 Types of Web Browsers

p.

e 3.1 Microsoft Internet Explorer
Since its first release, Microsoft has added features and technologies such as basic table

display (in version 1.5); “XMLHttpRequest” 2

(in version 5), which aids creation of dynamic
web pages; and Internationalised Domain Names® (in version 7), which allow Web sites to
have native-language addresses with non-Latin characters. The browser has also been subject
to review throughout security and privacy vulnerabilities. The latest stable release is Internet
Explorer 9, which is available as a free update for Windows 7, Windows Vista SP2, Windows

Server 2008 and Windows Server 2008 R2.

@'3.2 Mozilla Firefox

Mozilla Firefox is a free and open source web browser derived from the Mozilla Application
Suite and managed by Mozilla Corporation. To display web pages, Firefox uses the Gecko
layout engine, which implements most current web standards and several features that are
planned to become potential additions to the standards. The latest Firefox features include
tabbed browsing, spell checking, incremental find, live bookmarking, a download manager,
private browsing, location-aware browsing (also known as "geolocation™) based entirely on a
Google service and an incorporated search system that uses Google by default in most
locations. Functions can be added through extensions, created by third-party developers, of
which there is range of choice, a feature that has appealed many of Firefox's users. Firefox
works on various operating systems including Microsoft Windows, GNU/Linux, Mac OS X,
FreeBSD, and many other platforms.

3.3 Safari

The Safari Web Browser is a Web browser developed by Apple Inc. and included with the
Mac OS X and iOS operating systems. First released as a public beta on January 7, 2003 on
the company's Mac OS X operating system, it became Apple's default browser beginning
with Mac OS X v10.3 “Panther”. Safari is also the main browser for i0S. There is also a
version of Safari for the Microsoft Windows operating system, which supports Windows XP,
Windows Vista, and Windows 7. The most stable release of the browser is 5.0.5, which is

available as a free download for both Mac OS X and Microsoft Windows.

2 XMLHttpRequest: is an AP available in web browser scripting languages such as JavaScript. It is used to send HTTP or
HTTPS requests directly to a web server and load the server response data directly back into the script

% Internationalised Domain Name: is an Internet domain name that contains at least one label that is displayed in software
applications, in whole or in part, in a language-specific script or alphabet, such as Arabic, Chinese, Russian, Hindi or the
Latin alphabet-based characters with diacritics, such as French.
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@ 3.4 Chrome

Chrome is a Web browser developed by Google that uses the WebKit* layout engine. The
name comes from the graphical user interface frame, or "chrome", of web browsers.
Chromium is an open source project developed by Google by making part of Chrome’s
source code, including its V8 JavaScript® engine, available to the public. It implements the
same feature set as Chrome, but lacks built-in automatic updates and Google branding, and

also has a blue-coloured logo in place of the multicoloured Google logo.

@3.5 Opera

Opera is a Web browser and Internet suite developed by Opera Software. The browser
supports common Internet-related tasks such as displaying web sites, sending and receiving
e-mail messages, managing contacts, chatting on IRC®, downloading files via BitTorrent’,
and reading web feeds®. It is free of charge for personal computers and mobile phones, and
comes on its own, that is, not packed up with any desktop operating system. It is well-known
for introducing many features later taken up by other web browsers. It runs on a variety of
personal computer operating systems, including Microsoft Windows, Mac OS X, Linux, and
FreeBSD. It is the only commercial web browser available for the Nintendo DS and Wii

gaming systems.

"N

< 3.6 Netscape Navigator

Netscape was the general name for a series of web browsers originally produced by Netscape
Communications Corporation, now a subsidiary of America Online (AOL). The original
browser was once the leading browser in terms of usage share, but as a result of the first

browser war it lost virtually its entire share to Internet Explorer.

Netscape was discontinued and support for all Netscape browsers and client products was
ended on March 1, 2008.

* WebKit: is a layout engine designed to allow web browsers to render web pages

® JavaScript: is a prototype-based, object-oriented scripting language that is dynamic, weakly typed and has first-class
functions.

® IRC: Internet Relay Chat (IRC) is a form of real-time Internet text messaging (chat) or synchronous conferencing. It is
mainly designed for group communication in discussion forums, called channels, but also allows one-to-one communication
via private messageas well as chat and data transfer, including file sharing.

" BitTorrent: BitTorrent is a peer-to-peer file sharing protocol used for distributing large amounts of data

8 Web Feeds: data format used for providing users with frequently updated content.
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4.0 Web Browser Risks

Understanding how your Web browser works is very important. Sometimes enabling some
web browser features may have a negative effect on the security of the system. Very often,
vendors enable features by default to enhance browsing experience, but this may make the
computer more open to security risks. An attacker can create a malicious web page that will
install Trojans or spyware which can steal your data. A malicious website can passively
compromise a system when a user clicks on the fake link. This type of attack does not
actively target and attack vulnerable systems. A malicious e-mail can also be sent to victims.
This is commonly known as “Phishing”. In such cases, opening the e-mail or attachment can

compromise the system. Below are some web browser features and the risks they involve.

4.1  ActiveX

ActiveX is a technology used by Microsoft Internet Explorer on Microsoft Windows systems.
ActiveX allows applications or parts of applications to be utilized by the web browser. A web
page can use ActiveX components that may already reside on a Windows system, or a site
may provide the component as a downloadable object. This gives extra functionality to
traditional web browsing, but may also introduce more severe vulnerabilities if not properly
implemented. ActiveX has been plagued with various vulnerabilities and implementation
issues. One problem with using ActiveX in a web browser is that it greatly increases the
attack surface, or “attackability,” of a system. Installing any Windows application introduces
the possibility of new ActiveX controls being installed. Vulnerabilities in ActiveX objects
may be exploited via Internet Explorer, even if the object was never designed to be used in a
web browser. Many vulnerabilities with respect to ActiveX controls lead to severe impacts.

Often an attacker can take control of the computer.

42 Java

Java is an object-oriented programming language that can be used to develop active content
for web sites. A Java Virtual Machine, or JVM, is used to execute the Java code, or “applet”
° provided by the web site. Some operating systems come with a JVM, while others require a
JVM to be installed before Java can be used. Java applets are operating system

105

independent.Java applets usually execute within a “sandbox”” where the interaction with the

rest of the system is limited. However, various implementations of the JVM contain

® Applet: An applet is a program written in the Java programming language that can be included in an HTML page, much in
the same way an image is included.

10 sandbox: is a security mechanism for separating running programs. It is often used to execute untested code, or untrusted
programs from unverified third-parties, suppliers and untrusted users.
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vulnerabilities that allow an applet to bypass these restrictions. Signed Java applets can also

bypass sandbox restrictions, but they generally prompt the user before they can execute.

4.3  Plug-ins

Plug-ins are applications intended for use in the web browser. Netscape has developed the
NPAPI standard for developing plug-ins, but this standard is used by multiple web browsers,
including Mozilla Firefox and Safari. Plug-ins are similar to ActiveX controls but cannot be
executed outside of a web browser. Adobe Flash is an example of an application that is
available as a plug-in.Plug-ins can contain programming flaws such as buffer overflows™*, or
they may contain design flaws such as cross-domain violations, which arises when the same

origin policy is not followed.

4.4  Cookies

Cookies are files placed on your system to store data for specific web sites. A cookie can
contain any information that a web site is designed to place in it. Cookies may contain
information about the sites you visited, or may even contain credentials for accessing the site.
Cookies are designed to be readable only by the web site that created the cookie. Session
cookies are cleared when the browser is closed, and persistent cookies will remain on the
computer until the specified expiration date is reached. Cookies can be used to uniquely
identify visitors of a web site, which some people consider a violation of privacy. If a web
site uses cookies for authentication, then an attacker may be able to acquire unauthorized
access to that site by obtaining the cookie. Persistent cookies pose a higher risk than session

cookies because they remain on the computer longer.

4.5 JavaScript
JavaScript also known as ECMAScript, is a scripting language that is used to make web sites
more interactive. There are specifications in the JavaScript standard that restrict certain

features such as accessing local files.

4.6  VBScript

VBScript is another scripting language that is unique to Microsoft Windows Internet
Explorer. VBScript is similar to JavaScript, but it is not as widely used in web sites because
of limited compatibility with other browsers.The ability to run a scripting language such as

JavaScript or VBScript allows web page authors to add a significant amount of features and

11 Byffer Overflows: anomalies whereprograms, while writing data to a buffer, overruns the buffer's boundary and
overwrites adjacent memory. This is a special case of violation of memory safety.
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interactivity to a web page. However, this same capability can be abused by attackers. The
default configuration for most web browsers enables scripting support, which can introduce
multiple vulnerabilities, such as the following:

4.6.1 Cross-Site Scripting (XSS)
XSS is web site vulnerability which allows an attacker to influence the trust relationship that
you have with that site. This is not caused by a failure in the web browser, but by the way

websites are designed.

4.6.2 Cross-Zone and Cross-Domain Vulnerabilities

Web browsers usually make use of security models to prevent script in a web site from
accessing data in a different domain. Vulnerabilities that infringe these security models can
be used to perform actions that a site could not perform under normal conditions. The impact
can be identical to a cross-site scripting vulnerability. However, if a vulnerability gives way
to an attacker access the local machine zone or other protected areas, the attacker may be able

to execute arbitrary commands on the vulnerable system.

4.6.3 Detection evasion

Anti-virus, Intrusion Detection Systems (IDS), and Intrusion Prevention Systems (IPS) work
by looking for heuristics (specific patterns) in content. If a “known bad” pattern is detected,
then the appropriate actions can take place to protect the user. Yet, scripting in web pages can

be used to evade such protective systems due the dynamic nature of programming languages.
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5.0 How to Secure Your Web Browser

Software features such as ActiveX, Java, Scripting (JavaScript, VBScript, etc) add value to
a web browser, but can also introduce vulnerabilities to the computer system. This is usually
due to poor implementation, poor design, or bad configuration. For these reasons, it is vital
that you know which browsers support which features and the risks they bring along. Some
web browsers offer the possibility to fully disable the use of these technologies, while others

may allow you to enable features on a per-site basis.

Multiple web browsers may be installed on your computer. Other software applications on
your computer, such as e-mail clients or document viewers, may use a different browser than
the one you normally use to access the web. Also, certain file types may be configured to
open with a different web browser. Using one web browser for manually interacting with web
sites does not mean other applications will automatically use the same browser. Thus, it is
important to securely configure each web browser that may be installed on your computer.
One of the advantages of having multiple web browsers is that one browser can be used for
only sensitive activities such as online banking, and the other can be used for general purpose
web browsing. This can reduce the chances of a vulnerability in a web browser, web site, or

related software being exploited to compromise sensitive information.

Web browsers are frequently updated. Depending on the version of your software, the
features and options may move or change. The following sub sections shows you how to
securely configure the web browsers mentioned previously and how to disable features that

can cause vulnerabilities.

5.1 Microsoft Internet Explorer
Microsoft Internet Explorer (IE) is a web browser integrated into the Microsoft Windows

operating system. Removal of this application is not practical.

In addition to supporting Java, scripting and other forms of active content, Internet Explorer
implements ActiveX technology. While any application is potentially vulnerable to attack, it
is possible to mitigate a number of serious vulnerabilities by using a web browser that does
not support ActiveX controls. However, using an alternate browser may affect the
functionality of some sites that require the use of ActiveX controls. Note that using a

different web browser will not remove IE, or other Windows components from the system.

12 Java: Java is a programming language originally developed by James Gosling at Sun Microsystems (which is now a
subsidiary of Oracle Corporation)
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Other software, such as e-mail clients, may use IE, the Web Browser ActiveX control
(WebOC), or the IE HTML rendering engine (MSHTML).

Below are some steps to disable various features in Internet Explorer 7. Note that menu
options may vary between versions of IE, so you should adapt the steps below as appropriate.

In order to change settings for Internet Explorer, select “Tools” then “Internet Options ”

he 4 2~
- .1’ »
i’fﬁ * R g v |iop Page - | -
Delete Browsing History.., LA
Pop-up Blocker »
Phishing Filcer 3
Manage Add-ons »

work Offline

indows Update

Full Screen F11
Menu Bar

Toolbars »

windows Messenger
Diagnose Connection Problems. ..

Inkternet Options

Figure 1 The “Tools” Tab in Internet Explorer 7

5.1.1 Security Zones
Select the “Security” tab. On this tab you will find a section at the top that presents the

various security zones that Internet Explorer uses.

For each of these zones, you can select a Custom Level of protection. When clicking the
“Custom Level ” button, a second window will open and allow you to select different security
settings for that zone. The “Internet” zone is where all sites firstly start off. The security
settings for this zone apply to all the websites that are not listed in the other security zones.
The “High” security setting for this zone means more security. By selecting the “High”
security setting, several features including ActiveX, Active scripting, and Java will be
disabled. With these features disabled, the browser will be more secure. Click the “Default

Level ” button and then drag the slider control up to “High”.
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General| Security |Privacy Content | Connections | Programs | Advanced

©

Select a zone to view or change security settings.

@ ©

BT

Local intranet  Trusted sites  Restricked
sites
Internet
g This zone is for Internet websites,
except those listed in trusted and
restricted zones,
Security level For this zone
Allowwed levels For this zone: Medium to High
High
- Appropriate For websites that might have harmful
content:

- Maximum safeguards
- Less secure features are disabled

[ Custon level... H Default level ]

[ Reset all zones ko default level ]

[ OF H Cancel ][ Apply ]

Figure 2 The “Security” Tab in Internet Explorer 7
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For more customised control over allowed features in the zone, click the “Custom Level”

button. Here you can control the specific security options that apply to the current zone. For
example, ActiveX can be disabled by selecting “Disable” for “Run ActiveX controls and

plug-ins . Default values for the “High” security setting can be selected by choosing “High”

and clicking the “Reset” button to apply the changes.

Security Settings - Internet Zone

Setkings

X

O Prompt

DA

=

@) Run Activer controls and plug-ins
o ndimickeator

[ () Disable

]

) Enable
O Prompt

(%) Disable

() Enable

() Prompt
& Downloads

.93 Automatic prompting For file downloads

|| Seript Ackive controls marked safe For scripting®

|| Initialize and script Activel controls not marked as safe for s ”
(%) Disable (recommended)
() Enable {not secure)

(&% Micshla b’
< I >
*Takes effect after vou restart Internet Explorer
Reset cusl Hiog
Reset ta: |High v | [ Reset... ]
oK | [ Cancel

]

Figure 3 The “Security” Settings in Internet Explorer 7
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5.1.2 Trusted Sites

The “Trusted sites” zone is a security zone for sites that you consider as safe. You believe
that the site is designed with security in mind and that it can be trusted not to contain
malicious content. To add or remove sites from this zone, you can click the “Sites” button.
This will open another window listing the sites that you trust and enabling you to add or
remove them. You may also require that only verified sites (HTTPS) can be included in this
zone. This gives you greater assurance that the site you are visiting is the site that it claims to
be.

General | Security | privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings,

Inkernet Local intranet  JENEERENEE  Restricted
sites

i
,7 This zone contains websites that you 245

v trust nok to damage your compuker or
wour files.

Security level For this zone
Allowed levels For this zone: Al
Medium-high
} - Appropriate For most websites
- Prompts before downloading potentially unsafe
content
- Unsignied Activel contrals wil not be downloaded

[ Custom level, .. H Defaul level ]

[ Reset all zones ko default level ]

[ K ] [ Cancel ] [ Apply ]

Figure 4 The “Trusted sites” zone in Internet Explorer 7

Trusted sites §|

47 ‘fou can add and remove websites from this zone. All websites in
ey this zone will use the zone's security settings.

Add this website ko the zone:

Websites:
http:f*.update. microsoft,com
http:/{download windowsupdate. com
https: [1* update.microsoft, com

| Require server verification (htkps:) for all sites in this zone

Clase

Figure 5 Adding secure sites to the “Trusted sites” zone.

Setting the security level for the “Trusted sites” zone to “Medium-high” (or “Medium” for
Internet Explorer 6 and earlier) is recommended. When the “Internet” zone is set to “High”,
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you may encounter websites that do not display properly due to the security settings. This is
where the “Trusted sites” zone can help. If you trust that the site will not contain malicious
content, you can add it to the list of sites in the “Trusted sites” zone. Once a site is added to
this zone, features such as ActiveX and Active scripting will be enabled for the site. The
benefit of this type of configuration is that IE will be more secure by default, and sites can be

“whitelisted"®” in the “Trusted sites ” zone to gain extra functionality.

5.1.3 Managing Cookies

The “Privacy” tab contains settings for cookies. Cookies are text files placed on your
computer by various sites that you visit either directly (first-party) or indirectly (third-party)
through ad banners, for example. A cookie can contain any data that a site wishes to store. It
is often used to track your computer as you move through a web site and store information
such as preferences or credentials. A good idea would be to select the “Advanced ” button and
“Override automatic cookie handling”. Then select “Prompt” for both first and third-party
cookies. This will prompt you each time a site tries to place a cookie on your machine. If the
number of cookie prompts is too high, the option “Always allow session cookies” can be
enabled. This will allow non-persistent cookies to be accepted without user interaction.

Session cookies have less risk than persistent cookies.

Internet Options @@

Gereral | Securty | Privacy | Content | Connections | Programe | Advanced

Settings

' Move the gider to zelect a privacy setting for the Intermet
=8 zone.

i - Blocks third-party cookies that da not have a compact
i privacy palicy
i i - Blocks third-party cookies that uge perzonally identifiable
L information without wour implicit consent
i i - Hestricts first-party cookies that use personally identifiable
| infarmation without implicit congent

’ Sites.. ][ Import... ]’ﬂdganced...

Pop-up Blocker
@ Presvent most pop-up windows from appearing.

Block pop-ups Settings...

[ Ok l[ Cancel ]

Figure 6 The “Privacy” Tab in Internet Explorer 7

13 Whitelisted: authorised access or granted membership.
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Advanced Privacy Settings gl

[} Y'ou can chooze how cookies are handled in the Internet
_?d) zone, Thiz overnides automatic cookie handling.

Cookies

Overide automatic cookie handling

First-party Cookies Third-party Cookies
() Accept () Accept

() Block, () Block,

Always allow session cookies

[ ok, [ Cancel

Figure 7 The “Advanced Privacy” Settings in Internet Explorer 7

You can then assess the originating site, whether you wish to accept or deny the cookie, and
what action to take (allow or block, with the option to remember the decision for all future
cookies from that web site). For example, if visiting a web site causes a cookie prompt from a
web domain that is associated with advertising, you may wish to click “Block Cookie” to

prevent that domain from being able to set cookies on your computer, for privacy reasons.

Privacy Alert

@ - The website "wiaw zecurecading. certorg” has requested to zave a
-—= flle on your computer called a "cookie.'" Thig file may be used to
track usage information. Do vou want to allow this?

[] Apply rmy decizian ta all cookies from this website

| Allow Cookie | | Block Cookie

Cookie |nformation

Mame JSESSIONID

Domain | v, securecoding,cert.org
Path feonfluence
Expires  |End of session Secure  |Yes

Data 9BE629E 43DFD5936CEEBR4BEED32E 73RO

3rd Party |Mo Session |“Yes

Carmpact
Folicy

Figure 8 The “Privacy” alert in Internet Explorer 7

By selecting the “Sites” button, you can control the cookie settings for specific sites. You can
add or remove sites, and you can change the current settings for existing sites. The bottom

section of this window will specify the domain of the site and the action (“Allow” or
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“Block”) to take when that site wants to place a cookie on your machine. You can use the

upper section of this window to change these settings.

Per Site Privacy Actions

Manage Sitex

[ “Y'ou can zpecify which 'web sites are alwayz or never allowed to uze

=8 cookies, regardiess of their privacy policy.

Type the exact addrezs of the ‘web zite you want to manage. and then click Allow
or Block.

To remove a site from the list of managed sites, select the name of the Web site
and click the Remowve button.

Address of Web site:

|

Managed ‘Web gites:

i Setting
cert.org Always Allow ]
example.com Always Block Femove Al

Figure 9 The “Per Site Privacy Actions” in Internet Explorer 7

If you do not wish to receive warning dialogs when a site attempts to set a cookie, you can
use Internet Explorer's pre-set privacy rules. Click the “Default” button and then drag the
slider up to “High”. Note that some web sites may fail to function properly with the “High”

setting. In such cases, you may add the site to the list of sites for which cookies are allowed,

Internet Options E|E|

General | Security | Privacy | Content | Connections | Programs | Advanced

as described above.

Settings
?Z Select & setting For the Internet zone,
&>
...................... High
- - Blocks all cookies from websites that do nat have a

compact privacy policy
- Blocks cookies that save information that can be used to
contact you without your explicic consent

[ Sites ] [ Impork ] [ Advanced ] [ Defaulk ]

Pop-up Blocker

§ j|  Prevent most pop-up windows from Settings

appeating.,

[¥] Turn an Pop-up Blocker

I OK H Cancel ]

Figure 10 The “Internet” Options in Internet Explorer 7
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5.1.4 Advanced Privacy Settings

The “Advanced ” tab contains settings that apply to all of the security zones. The “Enable
third-party browser extensions” option should be disable for added security. This option
includes toolbars and Browser Helper Objects *(BHOs). While some add-ons can be useful,
they can also violate your privacy. For example, a browser add-on may monitor your web
browsing habits, or even change the contents of web pages in an attempt to gather personal

information.

Internet Options E]@

General | Security || Privacy | Content | Connections || Programs Advanced

Settings

=] Browsing ~
] automatically check for Internet Explorer updates
[ close unused folders in History and Favorites®
Disable script debugging (Internet Explorer)
Disable script debugging (Other)
[] pisplay a notification about every script error
Enable FTF Folder view {outside of Internet Explorer)
Enable page transitions
L Erable personalized Faworites rmen

[ [] Enable third-party browser extensions*® ]

%] Enable visual styles on buttons and controls in webpages
[] Enable websites to use the search pane*
] Force offscreen compasiting even under Terminal Server®
[¥] MotiFy when downloads complete

£ >

*Takes effect after vou restart Inkernet Explarer

w

Restore advanced settings ]

Reeset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings, =

You should only use this if your browser is in an unusable state.

[ O H Cancel ]

Figure 11 The “Enable third-party browser extensions” setting in Internet Explorer 7

Internationalised Domain Names (IDN) can be abused to allow spoofing of web page

addresses. This can allow phishing attacks to be more convincing.

To protect against IDN spoofing in Internet Explorer, enable the “Always show encoded
addresses ” option. This will cause IDN addresses to be displayed in an encoded form in the
Internet Explorer address bar and status bar, which will remove the visual similarity to the

spoofing target address.

The “Play sounds in webpages” option should also be disabled. Sounds in Web pages are
not essential to web page content. In fact, they may introduce security risks by having the

browser process additional untrusted data. This option is for Internet Explorer's ability to

14 Browser Helper Objects: DLL modules designed as plug-ins for Microsoft's Internet Explorer web browser to provide
added functionality.
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natively manage sounds. It will not interfere with other software, such as Adobe Flash or

Apple QuickTime.

Internet Options [If5__<|

General || Security || Privacy | Content | Connections | Programs Advanced

Settings

International* ~
Always show encoded addresses

|| Send IDM server names
[] Send IDM server names for Intranet addresses
Send UTF-6 URLs
Show Information Bar For encoded addresses
[] use UTF-& For mailta links
dig Multimedia
Always use ClearType for HTML*
Enable automatic image resizing
[¥] Play arimations in webpages*
Play sounds in webpages |
|| Show image download placeholders
[¥] shew pictures o’

O

|

*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings
Deletes all kermporary files, disables browser
add-ons, and resets all the changed settings. =

‘ou should only use this if your browser is in an unusable state,

[ Ok ][ Cancel ]

Figure 12 “Encoded addresses” and “sounds” in Internet Explorer 7

5.1.5 Setting Default Applications

Under the “Programs” tab, you can state your default applications for viewing web sites, e-

mail messages and other network related tasks. Under that option, you can also choose

whether to set Internet Explorer as your default Web browser or not.

Internet Options

General | Security | Privacy | Content | Connections | Programs | sAdvanced

Inkernet programs

ls  ‘iou can specify which program Windows aukomatically uses For
9 each Internet service,

rﬂTML editor: Motepad v A
E-mail: Microsoft Office Qutlook v
MNewsgroups: Outlook Express v
Internet Call: MetMeeting v
Calendar: Microsaft Office Qutlaok bl
Contact List: Microsoft Office Outlook, w

>
Default web browser
@ Internet Explorer is the default web
{ browser,
[ Tell me iF Internet Explarer is not the default web browser.

Manage add-ons

2+ Enable or disable browser add-ons Manage add-ons
; installed in your system.

| OK | [ Cancel ]

Figure 13 The “Programs” Tab in Internet Explorer 7
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5.2 Mozilla Firefox

Mozilla Firefox supports many of the features of Internet Explorer, except for ActiveX and
the Security Zone model. Mozilla Firefox does have the basic support for configurable
security policies (CAPS), which is similar to Internet Explorer's Security Zone model,

however there is no graphical user interface for setting these options.
The following are some steps to disable different features in Mozilla Firefox. Note that some
menu options may change between versions or may appear in different locations depending

on the host operating system. You should adapt the steps below as appropriate.

To edit the settings for Mozilla Firefox, select “Tools ”, then “Options...”

£ Mozilla Firefox

A s Web Search Chrl+E
= el [
Downloads Chrl+]
Add-ons

Error Console

Page Info
Clear Private Data. .. Chrl+shift+Del

Options...

Figure 14 The “Tools” Tab in Mozilla Firefox

You will then see an Options window that has a Category row at the top and the features for
that category below. The first category of interest is the “General” category. Under this
section, you can set Firefox as your default browser. Also select the option “Always ask me
where to save files . This will make it noticeable when a web page attempts to save a file to

your computer.
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Options E|
Main Tabs Content  Feeds  Privacy  Security  Adwvanced
Startup
‘when Firefox starts: | Shaw my home page hd

Home Page: | http:ifen-US, stark2, mozila, comfirefox?client=Ffirefox-alrls=org.mozi

Use Current Page ] [Use Bookmark. ] [R_estore to Default

Downloads

Show the Downloads window when downloading a file

[ close it when all downloads are finished

() Save files ta

[ (&) Blways ask me where ta save Files ]

Syskem Defaults

[ always check to see if Firefox is the defaul browser on startup

K

]

| [ Canicel ] [ Help

Figure 15 The “Main” Tab in Mozilla Firefox

5.2.1 Browser History and Cookies

be disabled under that option.

In the Cookie section, select “ask me every time ”. This will help make

site is trying to set a cookie.
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Under the “Privacy” category, you will find options for browser “History” and “Cookies”.
In the “History” section, disable the option to “Remember what | enter in forms and the
search bar ”. If the browser remembers these options, it can violate your privacy, especially if

the browser is used in a shared environment. Visited page and download history can as well

it obvious when a web

Options E|
T . L ' =N (2 i
53 S
e O @ B 68 & &
IMain Tabs Content Feeds  Privacy  Security  Advanced
Histary
Remember visited pages for the last | 9 days.

]

[ [ remember what I enter in forms and the search bar
Remember what I've downloaded

Cookies

Accept cookies From sites Exceptions...

Keepuntil: | ask me every time W Show Cookies. ..

Private Data

[ always clear my private daka when T close FireFos Settings...

Ask me befare clearing private data Clear Maw. ..

l

QK

]

l ’ Cancel ] [ Help

Figure 16 The “Privacy” Tab in Mozilla Firefox
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When the user is prompted, the contents of the cookie can be viewed and the user can select
the following options: “Deny”, “Allow for Session”, or “Allow”. This gives the user more
information about what sites are using cookies and also gives better control of cookies as
opposed to globally enabling them. Select “Use my choice for all cookies from this site” to
have the browser remember your choice so that you will not be prompted each time you
return to the site. Clicking the “Allow for Session” button will cause the cookie to be cleared
when the browser is restarted. If prompting for each cookie is too excessive, you may wish to
select the “Keep until: I close Firefox” option. This will prevent web sites from being able to
set persistent cookies.

Confirm setting cookie EI

The site www.securecoding.cert.org wants to set a cookie.

[ Use my choice For all cookies From this site

[Hide De;ails] I Allaw ]EF\"DW For Session |[ Deny ]

Marme: JSESSIOMID
Conkent: 03A4061A45F4910A5C555FDE55433F4E
Host: wwa, securecoding.cerk, org
Path: foonfluence
Send For: Encrypted connections only
Expires: at end of session

Figure 17 The “Cookie” setting in Mozilla Firefox

Many web browsers will offer the ability to store login information, but this can be risky
sometimes. If you want to make use of that feature, ensure that you use the measures
available to protect the password data on your computer. Under the “Security” category,
the “Passwords” section contains various options to manage stored passwords, and a

“Master Password ” feature to encrypt the data on your system.
5.2.2 Add-on Options

The “Warn me when sites try to install add-ons” option will display a warning bar at the top

of the browser when a web site attempts to take such an action.
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e O @ & e & @
Main Tabs Content  Feeds  Privacy  Security  Adwanced
[ Warn me when sites try ta install add-ans ]

[ Tell me if the site I'm visiting is a suspected Forgery

Passwords

[] remember passwords for sites

[ Use a master password

Warning Messages

weh

Choaose which warning messages you want to see while browsing the

Change Master Password. ..

Show Passwords

[ ok

] [ Cancel ] [ Help ]

Figure 18 The “Security”Tab in Mozille Firefox
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The “Content” category contains an option to “Enable Java”. Java normally allows website

designers to run applications on your computer. This feature should be disabled unless

required by the trusted site you wish to visit. Again, you should verify if this site is

trustworthy and whether you want to enable Java to view the site’s content. Once you have

finished visiting the site, Java should be disabled until needed again.

Press the “Advanced” button to disable specific JavaScript features. All of the options

displayed in this dialog box should be disabled when not needed.

Options
(L L y | ol !
& 3 {u
AEE R - 0 A &1 &
[ain Tabs Content Feeds Privacy  Security  Advanced

X

EBlock pop-up windaws Exceptions...

Load images automatically

Enable Javascripk
[] Enable Java

Fonts & Colors

Exceptions...

Advanced. ..

Defaulk font: | Times New Roman | Sizet | 16 v | | Advanced...

Colors. ..

File Types

Configure how Firefox handles certain bypes of files Manage. ..

[ (o] 4 l [ Cancel ] [ Help

]

Figure 19 The “Content” Tab in Mozilla Firefox
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Advanced JavaScript Settings g|

Allovs scripks ko

|:| Move or resize existing windows
[] Raise of lower windows

[] pisable or replace contesxt menus
[] Hide the status bar

[] change status bar text

| Ik, | [ Cancel ] [ Help

Figure 20 The “Advanced JavaScript” Settings in Mozilla Firefox

The “Content” section has an option to alter actions taken when files are downloaded. Each
time a file type is configured to automatically open with an associated application, this can
make the browser more dangerous to use. Vulnerabilities in these associated applications can
be exploited more easily when they are configured to automatically open. Click the

“Manage ” button to view the current download settings and modify them if necessary.

Options g|
1 1 ’ — — z
&3 - y
EE . 0 _J @] = Wt
Main Tabs Content Feeds Privacy  Security  Advanced
Block pop-up windows
Load images aukornatically
Enable JavaScript
[] Enable Java
Fonts & Colars
Default font: | Times Mew Roman v | Sizer | 16w
File Types
Configure how Firefox handles certain bypes of files

[ OK ] [ Cancel ] [ Help ]

Figure 21 The “Manage” button in Mozilla Firefox

5.2.3 Download Settings

The “Download Actions” dialog box will show the file types and the currently configured
actions to take when the browser encounters such a file. For all listed file types, either select
“Remove Action” or “Change Action...” to modify the action to save the file to the computer.
This increases the amount of user action required to launch the related applications, and will
therefore help prevent automated exploitation of vulnerabilities that may exist in these

applications.
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©J Download Actions |Z| |E| E|

Search: | |

Automatically perform the associated Action with 2ach of the Fallowing File
types:

Exten... = File Type Action 5
@ﬂ ATn windows Media Audiofvideo plavisk Save ko Disk
@ﬂ ATn windows Media Audiofvideo plavisk Save ko Disk
@ﬂ ATn windows Media Audiofvideo plavisk Save ko Disk
Elwi  wWindows Media Audiofvideo file Sawe o Disk
&) wra  Windows Media Audio file Sawe o Disk
&) was  windows Media Audio shortout Sawe o Disk
&) wey wWindows Media Audiofvideo file Sawe o Disk
@ﬂ W windows Media Audiofvideo plavisk Save ko Disk

|| I Zhange Action. .. I

Figure 22 The “Download Actions” dialog box in Mozilla Firefox

@ Windows Media Audio/Yideo playlist

Change Action E

When downloading Files like this:

() Open them with the default application:

(") Open them with this application:

@ Save them on my compuker

() Use this Plugin:

| oK | l Cancel ] [ Help ]

Figure 23 The “Change Action” dialog box in Mozilla Firefox

5.2.4 Privacy Feature

Firefox 1.5 and later include a feature to clear private data. This option can remove sensitive

information from the web browser. Select “Clear Private Data...” from the “Tools” menu to

use this privacy feature.
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¥ Mozilla Firefox

File Edit ‘iew History Bookmarks BERES Help
- ™ Web Search ChrlHE I
€ - ' L (Y -
Downloads Chrl41
Add-ons
Error Console
Page Info
[ Clear Private Data. ., Ctrl+3Shift+Del ]
options...

Figure 24 The “Clear Private Data” option in Mozilla Firefox

€3 Clear Private Data

Clear the Following items now:
Browsing History
Dovanload Hiskary

Cache
] Cookies

Authenticated Sessions

| Clear Private Data Mow | l Zancel

Figure 25 The available options for clearing private data in Mozilla Firefox

5.2.5 NoScript Feature

Because Firefox does not have easily-configured security zones like Internet Explorer, it can
be tricky to configure the web browser options on a per-site basis. For example, a user may
wish to enable JavaScript for a specific, trusted site, but have it disabled for all other sites.

This functionality can be added to Firefox with an add-on, such as “NoScript .

With “NoScript” installed, JavaScript will be disabled for sites by default. The user can allow
scripts for a web site by using the “NoScript” icon menu. Scripts can be allowed for a site on
a temporary or a more permanent basis. If “Temporarily allow” is selected, then scripts are

enabled for that site until the browser is closed.

Guideline For Securing Your Web Browser Page|29


https://addons.mozilla.org/
https://addons.mozilla.org/firefox/addon/722

National Computer Board ©

About MoScript..,
Opkions. ..

5_! Allow scripts Globally {dangerous)

@' Untrusted P

S Allow cert.org

S/ remporariy sl cert.org

e

Figure 26 The “NoScript” Menu in Mozilla Firefox

Many Web browser vulnerabilities require scripting, hence, configuring the browser to have
scripting disabled by default greatly reduces the chances of exploitation. To enahance this
protection, “NoScript” can be configured to also block Java, Flash, and other plug-ins by
default. This can help to mitigate any vulnerabilities in these plug-in technologies.
“NoScript” will replace these elements with a placeholder icon, which can be clicked to
enable the element. Click the “NoScript” icon and then click “Options...” to get to the

“NoScript” configuration screen.

About MoScript, ..
[ Opkions. .. ]

El_i Allow scripts Globally {dangerous)
@' Unkrusted 4

S allow cert.org

S rampovarty aliosr cart.org

S

Figure 27 The “Plugins” Tab in Mozilla Firefox

5.2.6 Plugins Feature

On the “Plugins” tab, select the options as follows:
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NoScript Options g|
General | Whitelist | Plugins | Appearance | Notifications | Advanced

Additional restrictions for untrusted sites
These options will take effect on new or {manually) reloaded pages

r Forhid Java™
Forbid Adobed® FlashiE
Forbid Microsoft® Silverlight™
Forbid ather plugins

Forbid <IFRAME >

Apply these restrictions to trusted sites too

L Show placeholder icon
[] Mo placeholder for objects coming from sites marked as untrusked
[] collapse blacked ohjects

o

Ask For confirmation befare temporarily unblocking an object

Reset [o]4 Cancel
| |

Figure 28 The “plugins” options in Mozilla Firefox

Apart from visiting malicious websites, users can also be put at risk when a legitimate,
trusted site is compromised. Hence, you should select “Apply these restrictions to trusted
sites too ”. If enabling this option is too annoying, it can be turned off at the cost of increased

risk.

5.3 Apple Safari

The Safari Web browser is very much similar to Mozilla Firefox in terms of the features it
supports. Below are some steps to disable several features in Safari on Mac OS X. The
options for Safari for Microsoft Windows may differ slightly. Also note that some menu

options may change over time, and you should adapt the steps below as appropriate.

In order to change settings for Safari, select “Safari” then “Preferences...”. On the Safari

menu, you can also select the option “Block Pop-up Windows”.

This option will prevent sites from opening another window by making use of scripting or
active content. While Pop-up Windows are often associated with advertisements, some sites
may attempt to display relevant content in a new window. Therefore, setting this option may

disable the functionality of some sites.

Guideline For Securing Your Web Browser Page|31



National Computer Board ©

i .'mﬁle Edit View History Bookmarks Window Help

About Safari i about:blank
Report Bugs to Apple...

LR |

Preferences... 3,
+ Block Pop-Up Windows 3K

Private Browsing
Reset Safari...

Empty Cache... HE
Services >
Hide Safari #H
Hide Others N#EH
Show A

Quit Safari #Q

Figure 29 The “Preferences” option in Safari

5.3.1 Preferences Menu
Once you select the “Preferences” menu, the window below will open. The first tab to look

at is the “General ” tab. On this tab you can set up many options such as “Save downloaded
files to: " and “Open “safe” files after downloading”. Files should ideally be downloaded to
a folder that you create for that purpose. The option “Open “safe” files after downloading”

should also be deselected.

8ene General (=]

W [ @ v F 8 &

General Appearance Bookmarks Tabs RSS  AutoFill Security Advanced

Default Web Browser: | & Safari - ]

New windows open with: "Home Page .!

Home page: http://livepage.apple.com/

(" Set to Current Page ]

el i
[ Save downloaded files to: | [ My Downloads J :! ]
Remove download list items: = Manually J :!

"] Open "safe" files after downloading
“safe” files include movies, pictures, sounds,
PCF and text documents, and disk images
and other archives.

Open links from applications: () in a new window
) in a new tab in the current window
This applies to links from Mail, iChat, etc.

@

Figure 30 The “General” Tab in Safari

5.3.2 AutoFill Feature

On the “AutoFill” tab, you can select what types of forms your browser will automatically
fill in. In general, using “AutoFill ” features is not really a good idea. If someone can gain
access to your machine, or the “AutoFill ” data files, then the “AutoFill” feature may allow

them to use the stored credentials to access other sites that they would not otherwise have
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access to. However, if used with appropriate protective measures, it may be adequate to
enable “AutoFill . Filesystem encryption software such as OS X FileVault could be used
along with the “Use secure virtual memory” option to provide additional security for files

that reside in a user's home directory.

800 AutoFill =

W4 ® == 8 &

General Appearance Bookmarks Tabs RSS | AwutoFill Security Advanced

AutoFill Web Forms: [ Using info from my Address Book card ( Edit.. )
"l User names and passwords { Edic.. )
| Other forms ( Edic.. )

Py

{
£

Figure 31 The “AutoFill” Tab in Safari

5.3.3 Security Options

The “Security ” tab offers several options. The “Web Content” section allows you to enable
or disable various forms of scripting and active content. It is advised to disable the first three
options in this section, and only enabling them based on site-specific cases. It is also
recommended to select the “Block Pop-up Windows” option. This option will prevent sites
from opening another window through the use of scripting, or active content. Again, while
Pop-up Windows are often associated with advertisements, some sites may attempt to display
relevant content in a new window. Therefore, setting this option may disable the functionality

of some sites.

It is safer to use Safari without plug-ins and Java, so disabling the options “Enable plug-ins”
and “Enable Java” is a good advice. It is also safer to disable JavaScript. However, many

web sites require JavaScript for proper operation.

In this dialog box, you can disable cookies and also view or remove cookies that have been
set. In general we should disable cookies, and enable them only when you visit a site that
requires their use. At this point, you should determine if the site is trustworthy and whether
you want to enable cookies to view the site’s content. After having visited the site, the
cookies should be disabled until needed again. You can choose to only accept cookies from
the sites that visit by selecting the “Only from sites you navigate to” option. This will permit
sites that you visit to set cookies, but not third-party sites. Finally, selecting the “Ask before

sending a non-secure form to a secure website” option is highly recommended. This will
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prompt you before sending unencrypted form data when viewing an HTTPS-secured web

site.

8NN Security =

[ 4 @ " =78 &

General Appearance Bookmarks Tabs RSS  AutoFill Security Advanced

Accept Cookies: C Always
) Never

@ Only from sites you navigate to
For example, not from advertisers on those sites

(' Show Cookies )

W Ask before sending a non-secure form to a secure website J

__ Enable parental controls
€2
=S

Figure 32 The “Security” Tab in Safari

5.4 Google Chrome
Google Chrome has security measures in place to help protect you as you surf the Internet.

Follow these steps to adjust these settings:
S §

2. Select “Options” (“Preferences” on Mac and Linux; “Settings” on Chrome OS).
3. Click the “Under the Hood ” tab.

1. Click the wrench icon on the browser toolbar.

Here are the various settings you can adjust (Do not change these settings unless you are
confident about what you are doing. You can always click “Reset to defaults” in the Options
dialog to clear any changes you have made):
e Phishing and malware protection:
This option is enabled by default in the "Privacy" section. When enabled, Google
Chrome warns you if it detects that the site you are trying to visit is potentially a
phishing one or contains malware.
e SSL certificates and settings:
Go to the “Security ” section to manage your SSL certificates and settings.

e Web content settings:

Click “Content settings” in the “Privacy” section to set your permissions for cookies,
images, JavaScript, plug-ins, pop-ups, and location sharing. All Web contents, except for

pop-ups, are allowed by default.
Guideline For Securing Your Web Browser Page|34



National Computer Board ©

5.4.1 Privacy Settings

Several Google Chrome features use your personal information, such as the web pages you

are visiting, to enhance and protect your experience on the Web. These features are described

below:

Suggestions for navigation errors

In cases where the web address does not resolve or a connection cannot be
established, Google Chrome can show suggestions for the page you were trying to
reach. The browser sends Google the URL of the page you are trying to reach in

order to provide you suggestions of alternative or similar Web pages.

Predictions in the address bar

The browser can use a prediction service to show you related queries, matches
from your browsing history, and popular websites as you type in the address bar.
If your default search engine uses Google's prediction service, Google Chrome
sends the text you type in the address bar to Google in order to retrieve suggested
searches and sites, which are then displayed in the address bar menu. Google only
records a random two percent of this information received from all users and the

information is anonymised within 24 hours.

DNS pre-fetching

DNS pre-fetching stands for Domain Name System pre-fetching. When you visit a
webpage, Google Chrome can look up, or pre-fetch, the IP addresses of all links
on the webpage. Browsers use the IP address to load a webpage, so by looking up
this information in advance, any links you click on the webpage will load faster.

Phishing and malware protection
Get an instant alert whenever Google Chrome detects that the website you are
going to may be harmful. The browser sends a partial copy of the URL you are

visiting to Google to check it against a list of known phishing and malware sites.

Usage statistics and crash reports

These are meant to help Google prioritise the features and improvements they
should work on. You could allow your browser to send Google information about
your installation of the browser and information from files, applications, and

services that are running whenever you experience a browser crash. Google
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Chrome does not send other personal information, such as name, email address, or

Google Account information.

e Cookie settings
By default, Google Chrome saves all cookies onto your computer, but you can

restrict how it handles different types of cookies.

All of these features (except usage statistics and crash reports) are enabled by default. You can always

aQ

choose to disable them by clicking the wrench icon
Mac and Linux) > “Under the Hood " tab.

and selecting “Options” (“Preferences” on

5.4.2 Phishing and malware detection

Google’s “Safe Browsing” technology is used in Chrome mainly to warn you if the site you
are trying to visit is suspected of phishing or malware.

e Google Chrome phising and malware alerts

These messages appear when phishing and malware detection is enabled:

Message Meaning
Warning: This message appears if Google Chrome
Something's Not detects that the site you are trying to visit
Right Here! may have malware.

o This message appears when the URL listed in
This is probably not ] . ]
) the site's certificate does not match the site's
the site you are ) ) o
_ actual URL. The site you are trying to visit
looking for! ] ]
may be pretending to be another site.

This message appears if the certificate was

) ) not issued by a recognised third-party
The site's security o )
- ) organisation. Since anyone can create a
certificate is not o
certificate, Google Chrome checks to see
trusted! ] -
whether a site's certificate came from a

trusted organisation.
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The site’s security

certificate has

expired! These messages appear if the site's certificate
or IS not up-to-date. Therefore, Google Chrome
The server's security cannot verify that the site is secure.

certificate is not yet

valid!

This message appears if the third-party

) organisation that issued the site's certificate
The server's security . ) )
- ) has marked the certificate as invalid.
certificate is revoked! _
Therefore, Google Chrome cannot verify that

the site is secure.

Table 1 Phishing and Malware Alerts in Chrome

Disable phishing and malware detection
The following instructions apply to Google Chrome on Windows, Mac, Linux,

and Chrome Operating System.

1. Click the wrench icon A on the browser toolbar.
2. Select “Options” (“Preferences ” on Mac and Linux; “Settings” on Chrome
0S).

3. Click the “Under the Hood " tab and find the “Privacy ” section.
4. Deselect the “Enable phishing and malware protection” checkbox.

5.4.3 Images, JavaScript, and other Web Content Settings

Use the

“Content Settings” dialog to manage the following settings: cookies, images,

JavaScript, plug-ins, pop-ups, location sharing, and notifications. Follow the steps below to

adjust these settings. These steps apply to Google Chrome on Windows, Mac, Linux, and

Chrome OS.
1. Click the wrench icon A on the browser toolbar.
2. Select “Options” (“Preferences” on Mac and Linux; “Settings” on Chrome OS).
3. Click the “Under the Hood ” tab.
4. Click “Content settings” in the “Privacy " section.
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5.4.4 Managing Exceptions

Click “Manage exceptions” in any section to customise how resources for specific websites
should be handled. You can enter hostnames and IP addresses, as well as specific domain
masks (for example enter [*.]Jgoogle.com to match everything from google.com and

www.google.com, but not othergoogle.com).

5.5 Opera

This section is about the different security information that is displayed in the Opera browser.
This information helps you to decide if each website is the right site and is trustworthy, which
is especially important when entering private or financial information. The security

information to look for in the browser is shown and described below.

5.5.1 The Address Field (1)

'.Q.l I.Q;
q) ‘H @'u‘-s'eh Enter address ar search -

Figure 33 The “Address” Field in Opera

The address for the webpage is displayed in the address field. This contains the registered
name of a company, organisation or person that identifies the specific computer on the
Internet that is storing the webpage you requested. This is called a domain name, and ends
with a suffix, such as .com, .org, .gov, or .edu, to indicate the type of organisation. To make it
even easier for you to see exactly where you are, the most important part of the address is
highlighted. The protocol, such as HyperText Transfer Protocol (HTTP), and some parameter
details are hidden. To see the full address, click the address field. You can disable this feature
and display the full URL for all Web pages. From the menu, select “Settings” >

“Preferences” > “Advanced ” > “Browsing” and select “Show full URL in address field”.

Opera supports internationalised domain names (IDN), which allows domain names in
languages such as Russian and Chinese to be written in their own native scripts. Opera will

always display domain names in such a way that no two domains will look alike.

Tips:
o Before providing sensitive information, check whether the highlighted part of the
address looks like where you expected to be. If it looks wrong, investigate further or

consider carefully before entering personal information.
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. If you arrived at this website using links from another webpage or e-mail, type
the web address into the address field yourself. This ensures that you are directed to

the correct website and have not been misdirected.

5.5.2. Opera's Security Badge (2)
The security badge indicates the security of the website. Always look for a badge containing

a padlock symbol B which indicates a webpage with a good level of protection. Some
websites automatically open a separate window with the address bar hidden. In this case,
Opera displays the security bar as a collapsed address bar that shows the domain to which
that the window belongs. Check that the domain matches the domain that you were expecting
and click the collapsed bar to show the full address bar and security bar. Also, avoid using
shortcuts that hide the address bar, such as “F11” for full screen mode in Opera, if you want

to view the security information of a website.

The table below describes the security badges used in the Opera browser:

Security badge Status

Maximally secure site, with Extended Validation (EV), where
8 Trusted the identity of the owners of the website have been thoroughly

verified

Secure site, where the credentials of the site owner have been
8 Secure checked

Normal site, or a site where there are problems with encryption,
@Web

or where information is not available to enable verification

B ocal File or folder on your computer

 Fraud Warning Site that has been listed as a known fraudulent site

" Malware Warning Site that has been listed as a known malware site

Table 2 Security Badges in Opera

15,

Note: The badge may also indicate that “Opera Turbo™ " is enabled.

5 Opera Turbo: Opera Turbo Mode is a new feature in Opera 10 Browser that allows a page to load much faster by
compressing the image.
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5.5.3 Security Information

To see security information, click the security badge. Summary information displays, as

shown in the example below.

m;l trustedsite.com

7 Securely connected
| trustedsite.com

7| Verified identity
| This site is operated by ORGANIZATION A1.

— 7 Clean security record
‘@ This site has a dean security record.

Details... |

Figure 34 Security Information in Opera

E

The summary describes the type of connection and may provide notes about the security
record or organisation running the site. For more information, click the “Details...” button.

This displays the “Security Information” dialog, which provides information in three tabs, as

"G" I.o_-..l .

Security Information

shown and described below.

Security |Fraud and Malware Protech'onl Cerﬁﬁmtel

Secure site

The connection to  (this site) is secure. You can use it to send sensitive

information. The communication is encrypted and it can be quaranteed that

you are actually connected to  (this site) . The certificate presented also

shows that the signing company has made extra efforts to ensure that the
___ information in the certificate is correct.

@ The server does not support secure TLS renegotiation. The site owner should

upgrade the server.

Certificate summary
Holder: Mame of certificate holder
Issuer: Mame of certificate issuer
Expires: 7/21/2011 12:59:00 AM GMT
Encryption protocol
TLS w1.0 128 bit ARC4 (2048 bit RSAMDS)

oK I Help

Figure 35 The “Security Information” dialog box in Opera
Security tab (5)
The “Security ” tab tells you about the following:
e The level of security for the site
e The type of encryption used

e The security certificate summary
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Fraud and Malware Protection tab (6)
When you select the “Fraud and Malware Protection” tab, it runs a check and tells you if the
website has been reported as harmful or fraudulent. It also allows you to:

e Report the site for fraud or malware

o Disable/enable Opera’s Fraud and Malware Protection

With Opera “Fraud and Malware Protection” enabled, every webpage you request is
subjected to phishing and malware filters. The security status of the page is displayed in a
security badge in the address field. If a website is found on lists of known, suspicious sites, a
warning page may display before the page is shown. You decide whether to visit the
questionable website, to return safely to the browser home page, or to read additional
information about the status of the page. If you open a phishing or malware page, it will be

marked with a red “Fraud Site” or “Malware site”’ indicator, as shown in the table above.

A site is considered secure if it has the following features:
e Its encryption level should be good enough to protect the traffic between you and

the website, so that a third party listening in will not be able to see the data that is

transferred. This is indicated by a padlock B
e |t should have a valid security certificate, which provides some assurance that you

have reached the intended website and not some impostor.

Certificate tab (7)

The “Certificate” tab provides specific and detailed information about the security
certificate, such as the server name of the secure site, the organisation name and country, the
expiry date and who issued and signed the security certificate (Certificate Authority).

The rise in the number of fraudulent websites has highlighted the importance of certification.
Opera is a member of “CA/Browser Forum”, a voluntary organisation of leading certification
authorities (CAs) and browser vendors, and is part of the decision-making process in creating
certificate standards.
If an organisation’s website looks suspicious, check the following:
o Certificate validity
Most of the time, certificates are fully valid. If there is something gquestionable
about a certificate, a warning dialog will be displayed. You may choose to
proceed, but full security cannot be guaranteed. Warnings include the following:

v’ Server certificate expired
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Certificates have expiry dates, and they must be renewed on a regular basis
by whoever maintains the site. Accepting an expired certificate does not
necessarily reduce security, but consider the site you are visiting and how

long it has been since the certificate expired, before accepting.

v" Wrong certificate name
A certificate is issued by an authority for a single site to use, and sites
cannot borrow certificates from each other, as this invalidates the whole
concept of certificates. It is normally not advised to accept a certificate

belonging to another site.

v’ Certificate signer not found
If the signer of a certificate is not found in your list of authorities, only
accept the certificate if you are absolutely confident that whoever is

running the site in question can be trusted.

« Self-signed certificates
Some certificates are self-signed, which means that they are signed by the website
owners themselves, and not an independent authority. Be aware that the browser
cannot certify that the certificate comes from the person or organisation stated. If
you know that the signer can be trusted, and you want all sites using this signer to
be considered as safe, install the certificate to add the signer to your list of

authorities.

o Manage certification
Opera, like all secure browsers, comes with a list of authorities that can issue
certificates. This is upgraded with each new release of the Opera browser. To
display a list of the authorities currently being used and your installed certificates,

click “Manage certificates”.

5.6 Netscape Navigator

Note that official support for Netscape has ended on March 1st, 2008. If you are using

Netscape, it would be wise to switch to a browser that is still supported.
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6.0 Conclusion

Web browsers are used by almost everyone nowadays. Very often, they come out the box,
without any security settings configured. The use of a Web browser with its default settings,
that is, with no security, can lead to a variety of computer issues, ranging from spyware being
installed on your computer without your knowledge, to intruders taking full control of your
machine, performing all kinds of malicious activities. Therefore, it is very important that
users know about the underlying risks and understand how to secure their Web browsers.
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Appendix A

Security Terms Explained

Adware

Short for “Advertising-supported Software”, adware is any software package which
automatically plays, displays, or downloads advertisements to a computer. These
advertisements can be in the form of a pop-up. The object of the Adware is to generate

revenue for its author.

Encryption

Encryption protects your data while it is being sent from your browser to the website. It is a
way of scrambling information sent so that only a legitimate recipient of that information can
make it readable again. The most common form of encryption today is public key encryption.

Imagine a strongbox that has two keyholes and two separate keys.

Certificate Authority

A certificate authority or certification authority (CA) is an entity that issues digital
certificates. The digital certificate certifies the ownership of a public key by the named
subject of the certificate. This allows others (relying parties) to rely upon signatures or

assertions made by the private key that corresponds to the public key that is certified.

HTTP

This is an abbreviation for “Hypertext Transfer Protocol” and is the most common method of
accessing information on the Internet. When you request a webpage, information about your
browser and the address of the requested page is sent to the receiving server. The server sends
back some information about what you requested, for instance whether it is a webpage, just

an image, or a file to be downloaded, as well as what you actually requested.

HTTPS

This is an abbreviation for “Hypertext Transfer Protocol Secure” and is a secure version of
HTTP. HTTPS allows your web browser to verify the identity of the server from which it is
getting information, as well as to encrypt the information so that nobody else would be able
to understand it. While HTTPS is generally considered to be the more secure protocol,
HTTPS does not automatically mean that you have a totally secure connection.
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IDS
This is an abbreviation for “Intrusion Detection System” and is a device or software
application that monitors network and/or system activities for malicious activities or policy

violations and produces reports to a Management Station.

IPS

This is an abbreviation for “Intrusion Prevention System” and is a network security appliance
that monitors network and/or system activities for malicious activity. The main functions of
an intrusion prevention system are to identify malicious activity, log information about

mentioned activity, attempt to block/stop activity, and report activity.

Malware

Short for “Malicious Software”, malware consists of programming (code, scripts, active
content, and other software) designed to disrupt or deny operation, gather information that
leads to loss of privacy or exploitation, gain unauthorised access to system resources, and

other abusive behaviour.

Phishing
Phishing is a way of attempting to acquire sensitive information such as usernames,
passwords and credit card details by masquerading as a trustworthy entity in an electronic

communication.

SSL
SSL stands for "secure sockets layer" and encrypts data with two keys. It is available as SSL
versions 2 and 3. SSL version 3 is better than version 2, which is being phased out and is only

used by a small number of websites these days.

Spyware
Spyware is a type of malware that can be installed on computers, and which collects small

pieces of information about users without their knowledge. The presence of spyware is

typically hidden from the user, and can be difficult to detect.

TLS

TLS is short for "transport layer security", a security protocol based on its predecessor, SSL.
This is considered the most secure protocol in common use today as versions TLS 1.0 and
TLS 1.1.
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Trojan

A Trojan is a destructive program that masquerades as a being application. The software
initially appears to perform a desirable function for the user prior to installation and/or
execution, but (perhaps in addition to the expected function) steals information or harms the

system.

Vulnerability
A vulnerability is a weakness which allows an attacker to reduce a system's information
assurance. Vulnerability is the intersection of three elements: a system susceptibility or flaw,

attacker access to the flaw, and attacker capability to exploit the flaw.
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