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1.0 Introduction 

1.1 Purpose and Scope 

The previous guideline offered an insight into the risks associated with mobile devices and 

provided the countermeasures available to minimise them. This guideline had been updated, 

keeping in mind that technology keeps getting sophisticated and hence risks keep on 

changing. The aim of this document is to provide a clear demarcation of the different mobile 

operating systems available, their shortcomings and their security posture when connected 

into the working environment. 

 

1.2 Audience  

This document, while technical in nature, provides the background information to help 

readers understand the topics that are discussed. The intended audience for this document 

include users of mobile devices, security professionals, IT managers, system and network 

administrators involved in the support of mobile devices.  

 

1.3 Document Structure 

This document is organised into the following sections: 

Section 1 provides a brief overview of the document’s content. 

Section 2 gives a background on mobile devices and BYOD. 

Section 3 presents the security concerns associated with mobile devices. 

Section 4 elaborates on the countermeasures available to mitigate the risks, threats and 

vulnerabilities discussed in the previous section. 

Section 5 concludes the document. 

Section 6 contains a list of references used in drafting this document. 
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2.0 Background  

Mobile devices such as smartphones and tablets are a must nowadays. They are generally 

small and have a variety of attractive functionalities, including sending and receiving e-mails, 

storing documents, delivering presentations, and remotely accessing data. These devices are 

useful to practically everyone; however, they also pose security risks to organisations as well 

as everyday users. 

 

An increasing number of companies are opening corporate networks and data to consumer 

mobile technology. The resulting trend, usually referred as the consumerization of enterprise 

mobility, assumes even more disruptive connotations when the employees are allowed to use 

their own smartphones and tablets to work - commonly referred as BYOD or Bring Your 

Own Device. 

 

Consumer technology is convenient, easy to learn, and fun to use. However, consumer 

technology is generally not as secure and manageable as required by the enterprise. 

Consumer technology brings real business value in terms of productivity and business agility. 

However, the lack of a strategic approach to the consumerization of IT creates security risks, 

financial exposure, and a management nightmare. Rather than resist it, organizations should 

embrace consumerization to unlock its business potential. This requires a strategic approach, 

flexible policies, and appropriate security and management tools.  

 

A strategic approach to consumerization starts with a clear understanding of the security and 

management capabilities of each mobile platform. While no mobile platform is immune from 

security vulnerabilities and management limitations, some platforms are more mature than 

others with regard to supporting the most appropriate set of policies required by the different 

mobile roles within the organization.  

 

2.1 The Major Smartphone Operating System Complete Comparison 
Individual employees carry along mobile devices into the enterprise, contrary to desktop 

computers. The tables on the following pages show the comparison between the major OSs 

which are dominating the smartphone market today, these are namely iPhone iOS, Android, 

Blackberry OS and Windows Phone 8. 
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Table 1 Mobile Operating System Comparison 

 



3.0 Mobile Role-based Methodology 

The role-based methodology by which a device’s management and data protection are 

dictated by the role of its user or owner is a trend taking place in many organizations that are 

thinking of new ways to profile the risk of mobile devices and their users.  

 

Mobile device management tools have centered, to date, on device remediation. In many 

cases, the ability to lock or wipe a lost device, while important, does not do much to protect 

the data on the device or restrict the way in which the device can be used in terms of capture, 

storage, and transmission of information.  

 

Roles such as general knowledge worker, contractors, occasional users, and, to a certain 

extent, managers are often exempt from the toughest controls which require complex device 

authentication and encryption. That said, there are managerial roles that require ready access 

to highly sensitive information such as compensation/salary, details which, when stored on 

the mobile device of a manager, requires a more strict set of controls. In the case of the 

contractor or occasional user, device risk profile may be sensitive due to the sharing of 

devices among multiple, occasional users or the introduction to a personal or other 

organization’s owned device in the case of a contractor. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table 2 Mobile Roles Definition 
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It is also possible for a user to be a member of multiple groups. For example, many key 

executives also function in a manager role and many managers or even general knowledge 

workers, because of their industry may be compliance-subject, in the cases of multiple group 

membership, an employee’s device security posture should default to the most stringent level 

of controls.  

 

The table below is intended to serve as a mechanism towards, and not a substitute for policy 

generation. Detailed profiles of the various user groups inside of any organization will likely 

resemble many of the groups outlined here but also differ in many ways and require more 

granular, less binary policy decisions. The granularity in decisions around device policy 

should also be driven by any relevant compliance standards that are likely to be far more 

prescriptive (with associated penalties for lack of compliance to the letter of the 

specification) in their demands. 

 

 

  

Table 3 Mobile Roles Matrix 
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4.0 Mobile Platforms Ratings  

The analysis of the mobile security experts reveals that today’s mobile platforms widely 

differ in terms of security and manageability capabilities. As a group, modern mobile 

platforms provide substantially better security than traditional desktop operating systems 

when it comes to built-in security mechanisms, authentication, and data protection; even 

though they are vulnerable to attacks that don’t affect desktop PCs. Application security, 

device management, and corporate email support are somehow sufficient although they still 

have room for improvement. The feature sets that IT managers should give high 

consideration to include: security certifications, device firewall, and support for 

virtualization, which are largely still missing. 

 

 
Figure 1 Ratings by Category 
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4.1 Apple iOS 

Now at its fifth iteration, the leading challenger is Apple iOS. Apple’s proprietary approach 

has become more enterprise-friendly: the strict control exerted by Apple on the overall 

ecosystem from hardware to operating system to applications makes this platform more 

secure and manageable in the consumer mobile segment. However, in contrast to RIM’s fully 

integrated approach, the back-end components required to secure and manage Apple mobile 

devices are not provided directly by Apple but by a multitude of third-party vendors usually 

positioned in the Mobile Device Management segment. When complemented by third-party 

infrastructure, Apple iOS security and manageability are already good enough to be 

considered for mobility roles requiring device encryption and policy control.  

 

4.2 Android 
Despite its impressive market performance, Android security and manageability are the 

lowest in the segment. The Google Android operating system is at its fourth commercial 

iteration and has recently seen some important security additions, such as device encryption 

support, however good Mobile Device Management APIs and a reliable control of the overall 

operating system versioning and application ecosystem are still conspicuous by their absence. 

The system is widely exposed to malware and data loss, and the platform fragmentation 

resulting from the rich OEM ecosystem has proved quite challenging for enterprise adoption. 

IT managers should definitely consider adding Android to their set of flexible policies but 

should probably limit its use to the least sensitive mobile roles.  

 

4.3 Blackberry OS 
When it comes to individual platforms, the experts’ analysis clearly points out that some 

operating systems are more mature than others. BlackBerry OS scores very highly across the 

board, clearly separated from the group of the three emerging consumer mobile platforms. 

Corporate-grade security and manageability make this platform the option of choice for the 

most stringent mobile roles.  

 

4.4 Windows Phone 
Although last to enter this segment, Microsoft Windows Phone performs quite well across 

the board especially considering that version 7.5 has only been out for less than 18 months. 

The system is too new to show a reasonable track record for enterprise adoption, and 
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corporate policies should take this reality into consideration when considering Windows 

Phone devices for mobile roles other than for general knowledge workers. 

 

 
Figure 2 Ratings by Mobile Platform 
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5.0 The Security Posture of Major Mobile Operating Systems 

5.1 Apple iOS  
User experience for Apple includes the quality of the applications that are provided to users 

in the App Store. Apple has very strict guidelines for the approval process of the applications 

that third parties develop. This goes beyond user interface guidelines, but also to application 

performance management and in that, they include security. The iOS application architecture 

natively provides users much protection in terms of the fact that all applications are 

“sandboxed” in a common memory environment. The downside of this architecture is that 

theoretically you are only as strong as your weakest app. Security in iOS also extends to the 

physical attributes of the iPhone and iPad. There are no options for adding removable 

storage, which in effect provides another layer of protection for users.  

 

Security within iOS takes on other levels, specifically where no application can be installed 

or updated without the express consent of the user. Even if a company uses a mobile 

application management solution to “push” applications to an employee, the user still has to 

approve the installation request for the application to be on the device. This is because iOS is 

a user-centric mobile operating system.  

 

One historical complaint of the iOS platform was that it did not have the same levels of 

security as the BlackBerry operating system. That was a very fair comment given that when 

iOS first came out, it had zero IT management policies, versus BlackBerry’s 500+ (at that 

time). Today, iOS provides third-party mobility management Independent Software Vendors 

(ISVs) for a number of native APIs that provide very competent “device management” 

capabilities (albeit nowhere near the 700+ that BlackBerry has). Again however, there is a 

difference in terms of the fact that with the BlackBerry platform, the IT administrator has 

complete control over the device, whereas in an iOS world, the IT department can configure 

certain things, but only once the user has provided certain permissions to the IT 

administrator.  

 

Apple has radically changed the world’s views on mobile security, moving it from a world 

where all policies were dictated by the IT department (regardless of how that impacted the 

actual users) to a model where the IT department has to now balance the needs of both the 

workplace and the workforce. 
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Figure 3 Apple iOS Ratings 

 
5.3 Google Android  
Android has been designed from scratch, with security in mind. It is a privilege-separated 

operating system and applications cannot access the network without prior consent. Apps run 

in their individual sandboxed environment, and permissions are granted by the user on a per-

app basis. Unfortunately, the end user often fails to closely inspect the permissions request 

dialogue in their haste to use the app and, for the average end user, it is unclear when 

permissions are given and what the application is actually capable of. Once the application is 

installed, the OS does not recheck with the user and goes on to use the permissions without 

prompting the user again.  

 

This model, while theoretically more secure than the common sandbox on Apple iOS, has the 

net effect of putting each user in charge of their own security, rather than the operating 

system. The latest version of Android 4.x does include full device encryption for data 

protection and Address Space Layout Randomization (ASLR) for buffer overflow protection; 

however the fragmentation of the handset market means that Android 2.x is still the most 

widely deployed and provided on the majority of new handsets. Another side effect of this 

market fragmentation is that there is no central means of providing operating system updates. 

Security patches are provided to customers by individual carriers or handset manufacturers. 
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There is an unacceptable delay in this process, meaning that many consumers remain 

unprotected from critical vulnerabilities for a prolonged period.  

 

Android is currently the preferred platform by cybercriminals. With clever social 

engineering, they convince a victim to install a “useful” application. The user willingly gives 

permission and this causes the device to be compromised. Premium SMS fraud Trojans are a 

costly reminder of unfriendly apps, but what is worse is the data exfiltration function of some 

of the digital nightmares, malware can copy SMS, intercept calls, remotely activate the 

microphone, or conduct other threatening tasks.  

 

Attackers are using Android app stores as distribution mechanisms; they promote their apps 

through online marketing activities, which include sending out spam messages. This is 

facilitated through the lack of up-front validation of apps after they are submitted to app 

stores and before they are made available for download. It is compounded by the third-party 

app store functionality inherent in the Android app model. This open ecosystem is abused by 

the bad guys, and this will not stop until app store providers themselves establish strict 

reputation checking. Advising the user to only download from a trusted source does help to 

mitigate some of the risk, but this also has a downside.  

 

Users tend to see the official Android Market, now called Google Play, as a trusted source, 

yet multiple examples of malicious code are regularly found being distributed through this 

official channel. Effective social engineering often makes it complex to figure out if the 

publisher is a good one or a bad one. The responsibility is with the app store provider, and we 

hope to see stricter controls there. Google recognized this, and introduced Google Bouncer 

on the 2nd of February 2012 to “bounce” malicious apps, but there are still unfriendly apps in 

their store.  
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Figure 4 Google Android Ratings 

 
5.4 BlackBerry OS  

The BlackBerry 10 OS is distinct from any previous BlackBerry OS in that it provides a way 
to separate out personal applications from corporate-designated ones by using a capability 
built directly into the OS called Balance. This causes the phone to be partitioned into two 
spaces, a workspace 100% controlled by IT, which can delete it without interfering in the 
personal side and represents a way that businesses can support the BYOD trend by allowing 
employees their personal space on BlackBerry, too. 

Although this BlackBerry Balance dual-partition capability for BYOD is not available for 
Google Android or Apple iOS devices, BlackBerry management can support these non-
BlackBerry devices. It simply involves adding a specialized app to iOS and Android devices 
to do that. Through use of the server-based BlackBerry Device Service software for 
BlackBerry 10, businesses can manage Android and iOS devices as well, though not 
Microsoft Windows Mobile. Management capabilities include features such as lock, track 
and wipe.  

BlackBerry is also working on what's known as a "containerization" type of technology for 
applications that could also be used for iOS and Android that would allow IT managers to 
place something similar to a container wrap around an app based on IT-based policy 
decisions.  

BlackBerry 10 is also supporting data at rest and in transit through encryption, with the 
ability to swap out encryption algorithms. 

In addition to new features like Balance, the advent of the BlackBerry 10 OS has set the stage 
at BlackBerry to evolve the basic security strategy related to present and future smartphones 
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and tablets. For example, BlackBerry recently established a partnership with security firm 
Trend Micro to assist in vetting apps against malware thorough the cloud-based Trend Micro 
Mobile Application Reputation Service. In another partnership with Germany-based 
Secusmart GmbH, BlackBerry is creating a specialized encrypted mobile voice capability for 
BlackBerry that would be used by the German government. 

These kinds of projects are widening the perspective on what BlackBerry might undertake in 
the future as pertains to the BlackBerry 10 OS as a platform, including potentially coming up 
with a set of security APIs that third-party vendors could build to, such as the kind of anti-
malware hooks which they do not have today. There has historically been very little malware 
aimed at BlackBerry because of its core design being highly virus-resistant, but it is growing. 

 

Figure 5 BlackBerry OS Ratings 

 

5.4 Microsoft Windows Phone  
In many respects, it seems that Microsoft has learned the lessons of the past and created a 

reasonably robust and secure smartphone operating system with Windows Phone.  

 

The OS uses a security model similar to the Android platform, in that minimum privileges 

and isolation techniques are used to sandbox processes or, in Windows Phone terminology, 

to provide chambers that act as individual process spaces. These chambers are created and 

implemented based on a policy system that, in turn, defines what system features processes 

operating in a chamber can access.  
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Features that may reveal a user’s location or provide a source of private information are 

called capabilities on the Windows Phone. The Least Privilege Chamber has a minimal set of 

access rights that are granted by default but these rights are dynamic and can be expanded by 

using capabilities during the application install. These capabilities are granted during the 

install process for an application and cannot be elevated during runtime. This reduces any 

likely attack surface area and ensures that an application discloses all of its capabilities to a 

user. It achieves this by publishing its capabilities on the application details page in the 

Windows Phone Marketplace, prompting the user during the process of purchasing the 

application and when the user is about to use the location capability of the application and 

device for the first time.  

 

Windows Phone does not support the use of removable data storage media, and the SD slot in 

the device is only for use by the original equipment manufacturer (OEM). If a hardware 

manufacturer does provide removable media then the phone will lock the media using an 

built-in 128-bit key that, in turn, will pair the phone with the removable media, preventing its 

use in another phone or PC.  

 

The Microsoft Marketplace Hub contains applications that have been submitted by 

developers who have registered with the application development program. Windows Phone 

and the Xbox games systems are the only platforms from Microsoft that require the pre-

approval of applications before users can run them, despite developers trying to create 

unofficial apps for the platform. These attempts were subsequently thwarted by Microsoft as 

they persuaded the developers of ChevronWP7 to withdraw their tool. Developers receive a 

certificate as part of the registration process as all applications are signed by VeriSign. 

Unsigned applications are unable to run on a Windows Phone. The registration process 

includes an identity check for each developer registering with the program. During upload of 

applications to the Marketplace Hub, content, function, and compliance checks are made on 

each application against Marketplace policies that maybe in place.  

 

Applications can be revoked in cases of serious security issues or in less severe cases updates 

can be sent out to users. Applications are developed using managed code, which combined 

with isolation of applications and the use of a least privilege model, supports the Windows 

Phone security model. The application security model prevents the Windows Phone Internet 

Explorer from installing applications and bypassing this model. 
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None of the major anti-malware vendors were reported seeing any significant malware 

targeting Windows Phone.  

 

 
Figure 6 Microsoft Windows Phone Ratings 
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6.0 Conclusion 

This document is not intended to forecast adoption or market fate of individual platforms, 

because these are irrelevant to the IT managers who will likely have to consider some level 

of support for all of them anyway. Instead, the analytical framework and the experts’ ratings 

are intended to provide a valuable tool for the definition of sound mobile policies. This 

allows IT managers to embrace consumerization with confidence and to turn it into a 

competitive advantage for their organizations. 
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