
 

 

 

 

 

  

 

CERT-MU Vulnerability Note VN-2024-2       

 

 

Date of Issue: 20.02.2024 

Severity Rating: High 

Affected Products:  

 Microsoft Windows Server 2012 

 Microsoft Windows Server 2012 R2 

 Microsoft Windows 10 x32 

 Microsoft Windows 10 x64 

 Microsoft Windows Server 2016 

 Microsoft Windows Server 2019 

 Microsoft Windows 10 1809 for x64-based Systems 

Description 

Microsoft Windows could allow a remote attacker to execute arbitrary code on the system, caused 

by a flaw in the WDAC OLE DB provider for SQL Server component. By persuading a victim to 

connect to a malicious SQL server, an attacker could exploit this vulnerability to execute arbitrary 

code on the system. 

 

Solution 

 

Users are advised to apply updates to address the vulnerabilities. Before applying the patch, please 

visit the vendor website for more details: 

  

 http://code.google.com/android/ 

 https://source.android.com/docs/security/bulletin/2024-02-01 

 https://chromereleases.googleblog.com/ 

 

CVE Information 

 CVE-2024-21375 CVSS:8.8 

 CVE-2024-21370 CVSS:8.8 

 CVE-2024-21367 CVSS:8.8 

 Multiple Microsoft Products Vulnerabilities 
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 CVE-2024-21339 CVSS:6.4 

 CVE-2024-21346 CVSS:7.8 

 CVE-2024-21353 CVSS:8.8 

 CVE-2024-21327 CVSS:7.6 

 CVE-2024-21329 CVSS:7.3 

 CVE-2024-21338 CVSS:7.8 

 CVE-2024-20667 CVSS:7.5 

 CVE-2024-21369 CVSS:8.8  

 CVE-2024-21402 CVSS:7.3 

 CVE-2024-21404 CVSS:7.5 

 CVE-2024-21349 CVSS:8.8 

 CVE-2024-21352 CVSS:8.8 

 CVE-2024-21340 CVSS:4.6 
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Report Cyber Incidents 

Report cyber security incident on the Mauritian Cybercrime Online Reporting System (MAUCORS - 

http://maucors.govmu.org/) 

Contact Information 

Computer Emergency Response Team of Mauritius (CERT-MU) 

Ministry of Information Technology, Communication and Innovation 

 

Tel: (+230) 4602600 

Hotline No: (+230) 800 2378 

Gen. Info. : contact@cert.govmu.org 

Incident: incident@cert.govmu.org 

Website: http://cert-mu.govmu.org 

MAUCORS: http://maucors.govmu.org   
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