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Computer Emergency Response Team of Mauritius
Ministry of Information Technology, Communication and Innovation

CERT-MU Vulnerability Note

CERT-MU Vulnerability Note VN-2024-3

Multiple IBM Products Vulnerabilities

Date of Issue: 15.03.2024
Severity Rating: High
Affected Products:

IBM Maximo Asset Management 7.6.1.3
IBM Integration Bus for z/OS 10.1

IBM Integration Bus for z/OS 10.1.0.3
IBMi7.2

IBMi7.3

IBMi7.4

IBMi75

Description

IBM Maximo Application Suite 7.6.1.3 is vulnerable to an XML External Entity Injection (XXE)
attack when processing XML data. A remote attacker could exploit this vulnerability to expose
sensitive information or consume memory resources.

Solution

Users are advised to apply updates to address the vulnerabilities. Before applying the patch, please
visitthe vendor website for more details:

e https://exchange.xforce.ibmcloud.com/vulnerabilities/284564
e https://exchange.xforce.ibmcloud.com/vulnerabilities/284566
e https://exchange.xforce.ibmcloud.com/vulnerabilities/280203

CVE Information

o CVE-2024-27266 CVSS:8.2
o CVE-2024-27265 CVSS:4.5
o CVE-2024-22346 CVSS:8.4



https://exchange.xforce.ibmcloud.com/vulnerabilities/284564
https://exchange.xforce.ibmcloud.com/vulnerabilities/284566
https://exchange.xforce.ibmcloud.com/vulnerabilities/280203
https://www.ibm.com/support/pages/node/7141270
https://www.ibm.com/support/pages/node/7140678
https://www.ibm.com/support/pages/node/7140499

References

e https://nvd.nist.gov/vuln/detail/CVE-2024-27265
e https://cve.mitre.org/cqi-bin/cvename.cqi?name=CVE-2024-27265
e https://nvd.nist.gov/vuln/detail/CVE-2024-27266
e https://cve.mitre.org/cqi-bin/cvename.cqgi?name=CVE-2024-27266
e https://nvd.nist.gov/vuln/detail/CVE-2024-22346

Report Cyber Incidents

Report cyber security incident on the Mauritian Cybercrime Online Reporting System (MAUCORS -
http://maucors.govmu.org/)

Contact Information

Computer Emergency Response Team of Mauritius (CERT-MU)
Ministry of Information Technology, Communication and Innovation

Tel: (+230) 4602600

Hotline No: (+230) 800 2378

Gen. Info. : contact@cert.govmu.org
Incident: incident@cert.govmu.org
Website: http://cert-mu.govmu.org
MAUCORS: http://maucors.govmu.org
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