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Computer Emergency Response Team of Mauritius
Ministry of Information Technology, Communication and Innovation

CERT-MU Vulnerability Note

CERT-MU Vulnerability Note VN-2024-7

Multiple IBM Products Vulnerabilities

Date of Issue: 04.07.2024

Severity Rating: High

Affected Products:
e IBM Security Verify Access Docker 10.0.0.0
e IBM Security Verify Access Docker 10.0.7.1
e |IBM OPENBMC FW1050.10
e |IBM OPENBMC FW1050.00

Description

IBM Security Access Manager Docker 10.0.0.0 through 10.0.7.1, under certain configurations,
could allow a user on the network to install malicious packages.

IBM OpenBMC FW1050.00 through FW1050.10 BMCWeb HTTPS server component could
disclose sensitive URI content to an unauthorized actor that bypasses authentication channels..

Solution

Users are advised to apply updates to address the vulnerabilities. Before applying the patch, please
visitthe vendor website for more details:

e https://www.ibm.com/support/pages/node/7158790

CVE Information

o CVE-2023-38370 CVSS:7.5
o CVE-2023-30998 CVSS:8.4
o CVE-2024-31916 CVSS:7.5



https://www.ibm.com/support/pages/node/7158790
https://www.ibm.com/support/pages/node/7158790?_ga=2.161616380.1913202373.1719832602-2011109177.1716813595
https://www.ibm.com/support/pages/node/7158790?_ga=2.174717154.1913202373.1719832602-2011109177.1716813595
https://www.ibm.com/support/pages/node/7158679?_ga=2.166991358.1913202373.1719832602-2011109177.1716813595

References

e https://nvd.nist.gov/vuln/detail/CVE-2024-31916

e https://cve.mitre.org/cqi-bin/cvename.cgi?name=CVE-2024-31916
e https://nvd.nist.gov/vuln/detail/CVE-2023-30998

e https://www.tenable.com/cve/CVE-2023-30998

e https://nvd.nist.gov/vuln/detail/CVE-2023-38370

Report Cyber Incidents

Report cyber security incident on the Mauritian Cybercrime Online Reporting System (MAUCORS -
http://maucors.govmu.org/)

Contact Information

Computer Emergency Response Team of Mauritius (CERT-MU)
Ministry of Information Technology, Communication and Innovation

Tel: (+230) 4602600

Hotline No: (+230) 800 2378

Gen. Info. : contact@cert.govmu.org
Incident: incident@cert.govmu.org
Website: http://cert-mu.govmu.org
MAUCORS: http://maucors.govmu.org



https://nvd.nist.gov/vuln/detail/CVE-2024-31916
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-31916
https://nvd.nist.gov/vuln/detail/CVE-2023-30998
https://www.tenable.com/cve/CVE-2023-30998
https://nvd.nist.gov/vuln/detail/CVE-2023-38370
http://maucors.govmu.org/
mailto:contact@cert.govmu.org
mailto:incident@cert.govmu.org
http://cert-mu.govmu.org/
http://maucors.govmu.org/

