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Computer Emergency Response Team of Mauritius

CERT-MU Security Alert

Date of Issue: 12 June 2025

Google Cloud and Cloudflare hit by widespread service outages

Description

Multiple popular online services were hit by outages in the late afternoon of Thursday 12
June 2025, including Spotify, Discord, Google and Amazon Web Services. The outage
came as service providers Cloudflare and Google Cloud experienced service disruptions.
As per Cloudflare, various services were having intermittent failures. The company also
stated that they are investigating on this issue and will update the list of affected services
as they assess the impact on a per-service level. Currently, the list of impacted Cloudflare

services includes:

o Access

o WARP

e Durable Objects (SQLite-backed Durable Objects only)
e Workers KV

e Realtime
e Workers Al
e Stream

e Waiting Room

« Parts of the Cloudflare dashboard
o Al Gateway

o AutoRAG
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Google Cloud also published an incident report regarding an issue affecting multiple
Google Cloud Platform services, including Bigtable, Console, Dataproc, Storage, Cloud
Data Fusion, Cloud Memorystore, Cloud Shell, Cloud Workstations, Identity Platform,
Memorystore for Memcached, Memorystore for Redis, Memorystore for Redis Cluster,
Vertex Al Search, and Identity and Access Management.

Google stated that they are investigating on the issue and was working on implementing
a fix. Some services, however, appeared to be restored. Although ongoing outages
continue.

Report Cyber Incidents

Report cyber security incident on the Mauritian Cybercrime Online Reporting System (MAUCORS
- http://maucors.govmu.org/)

Contact Information

Computer Emergency Response Team of Mauritius (CERT-MU)
Hotline No: (+230) 800 2378

Fax No: (+230) 208 0119

Gen. Info. : contact@cert.ncb.mu

Incident: incident@cert.ncb.mu
Website: http://cert-mu.org.mu
MAUCORS: http://maucors.govmu.org
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