
 

 

 

 

 

     

Multiple IBM Products Vulnerabilities 

Vulnerability Note: VN-2025-07  

Date of Issue: 01 July 2025 

Severity Rating: High 

Systems Affected:  

 IBM Informix Dynamic Server 12.10 

 IBM Informix Dynamic Server 14.10 

 IBM Informix Dynamic Server 15.0 

 IBM Datacap 9.1.7 

 IBM Datacap 9.1.8 

 IBM Datacap 9.1.9 

Description 

IBM Informix Dynamic Server 12.10,14.10, and 15.0 could allow a remote attacker to cause a 

denial of service due to an integer underflow when processing packets. 

 

IBM Datacap 9.1.7, 9.1.8, and 9.1.9 does not set the secure attribute on authorization tokens or 

session cookies. Attackers may be able to get the cookie values by sending a http:// link to a user 

or by planting this link in a site the user goes to. The cookie will be sent to the insecure link and 

the attacker can then obtain the cookie value by snooping the traffic. 

 

Solution 

 

IBM strongly suggests that you address the vulnerabilities now for all the affected 

products/versions. More information is available on: 

 

https://www.ibm.com/support/pages/node/7231588 

 

CVE Information 

 

CVE-2025-36026 CVSS:4.3 

CVE-2025-1991 CVSS:7.5 

 

 

 

 

 

Computer Emergency Response Team of Mauritius 

Ministry of Information Technology, Communication and Innovation 

CERT-MU Vulnerability Note 

https://www.ibm.com/support/pages/node/7231588
https://www.ibm.com/support/pages/node/7238443?_gl=1*ooefmp*_ga*MTEwNDI1NzIwMi4xNzM4NTcyOTI1*_ga_FYECCCS21D*czE3NTEzMDkxNTMkbzMxOSRnMSR0MTc1MTMwOTM5MyRqNCRsMCRoMA..
https://www.ibm.com/support/pages/node/7238455?_gl=1*621hah*_ga*MTEwNDI1NzIwMi4xNzM4NTcyOTI1*_ga_FYECCCS21D*czE3NTEzMDkxNTMkbzMxOSRnMSR0MTc1MTMwOTI3NyRqNjAkbDAkaDA.


Postal address  
Mauritian Computer Emergency Response Team (CERT-MU)  

Ministry of Information Technology, Communication and Innovation 

2nd Floor, Wing A,  

Shri Atal Bihari Vajpayee Tower,  

Cybercity Ebene, 

 

 


