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Computer Emergency Response Team of Mauritius
Ministry of Information Technology, Communication and Innovation

CERT-MU Vulnerability Note

PaperCut Remote Code Execution Vulnerability Under Active Exploitation
Vulnerability Note: VN-2025-13
Date of Issue: 29 July 2025
Severity Rating: High
Systems Affected:
e PaperCut NG and MF Print Management Solutions
Description

A critical vulnerability has been identified which affects PaperCut NG and MF print manageme nt
solutions. This security flaw can allow remote attackers to manipulate system configurations and
potentially gain unauthorized access to organizational networks. The vulnerability’s severity lies
in its potential to enable attackers to alter critical security settings or execute arbitrary code under
specific conditions.

This capability transforms what might initially appear as a simple CSRF issue into a remote code
execution (RCE) threat, significantly amplifying the potential impact on affected organizations.

CVE Information
CVE-2023-2533

Workaround

Users are advised to apply mitigations as per the vendor instructions and guidance for cloud
services. If mitigations are not available, users are recommended to discontinue use of the
product.

Postal address

Mauritian Computer Emergency Response Team (CERT-MU)
Ministry of Information Technology, Communication and Innovation
2" Floor, Wing A,

Shri Atal Bihari Vajpayee Tower,

Cybercity Ebene,


https://nvd.nist.gov/vuln/detail/CVE-2023-2533

