Computer Emergency Response Team of Mauritius
Ministry of Information Technology, Communication and Innovation

CERT-MU Vulnerability Note

Apple Font Parser Vulnerability Allowing Memory Corruption Attacks

Vulnerability Note: VN-2025-29
Date of Issue: 03 October 2025
Severity Rating: High

Systems Affected:

0S 26.0.1

1PadOS 26.0.1

10S 18.7.1

1PadOS 18.7.1

macOS Tahoe 26.0.1
macOS Sequoia 15.7.1
macOS Sonoma 14.8.1
visionOS 26.0.1

Description

A vulnerability has been identified in macOS Sequoia, and this could allow a maliciously crafted
font file to trigger an out-of-bounds write. Successful exploitation of the vulnerability could cause
the application to crash or corrupt process memory on the affected systems.

CVE Information
CVE-2025-20160

Workaround
Apple has released updates that address the vulnerability. Users are recommended to apply the
updates.

More information is available on:
https://support.apple.com/en-us/125329

Postal address

Mauritian Computer Emergency Response Team (CERT-MU)
Ministry of Information Technology, Communication and Innovation
2" Floor, Wing A,

Shri Atal Bihari Vajpayee Tower,

Cybercity Ebene
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