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[bookmark: main-pars_header_604865618]Systems Affected: 
· Cisco Secure Email Gateway, both physical and virtual, 
· Cisco Secure Email and Web Manager appliances, both physical and virtual, when the appliance is configured with the Spam Quarantine feature, which is not enabled by default.
CVE Information:
CVE-2025-20393
Description
In December 2025,  Cisco became aware of a new cyber-attack campaign targeting a limited subset of appliances with certain ports open to the internet that are running Cisco AsyncOS Software for Cisco Secure Email Gateway and Cisco Secure Email and Web Manager. This attack allows the threat actors to execute arbitrary commands with root privileges on the underlying operating system of an affected appliance. The ongoing investigation has revealed evidence of a persistence mechanism implanted by the threat actors to maintain a degree of control over compromised appliances.

This attack campaign targets Cisco Secure Email Gateway, both physical and virtual, and Cisco Secure Email and Web Manager appliances, both physical and virtual, when all the following conditions are met:

· The appliance is running a vulnerable release of Cisco AsyncOS Software.
· The appliance is configured with the Spam Quarantine feature.
· The Spam Quarantine feature is exposed to and reachable from the internet.





Technical Details:

A vulnerability has been identified in the Spam Quarantine feature of Cisco AsyncOS Software for Cisco Secure Email Gateway and Cisco Secure Email and Web Manager. This vulnerability  could allow an unauthenticated, remote attacker to execute arbitrary system commands on an affected device with root privileges.

This vulnerability is caused due to insufficient validation of HTTP requests by the Spam Quarantine feature. An attacker could exploit this vulnerability by sending a crafted HTTP request to the affected device. A successful exploit could allow the attacker to execute arbitrary commands on the underlying operating system with root privileges.


Mitigation

Cisco has released the following fixes. Users are advised to apply the updates accordingly:

Cisco Email Security Gateway
	Cisco AsyncOS Software Release
	First Fixed Release

	14.2 and earlier
	15.0.5-016

	15.0
	15.0.5-016

	15.5
	15.5.4-012

	16.0
	16.0.4-016



Secure Email and Web Manager
	Cisco AsyncOS Software Release
	First Fixed Release

	15.0 and earlier
	15.0.2-007

	15.5
	15.5.4-007

	16.0
	16.0.4-010



The software can be upgraded over the network by using the System Upgrade options in the web-based management interface of the appliance.

To upgrade a device by using the web-based management interface, do the following:
1. Choose System Administration > System Upgrade.
2. Click Upgrade Options.
3. Click Download and Install.
4. Choose a release to upgrade to.
5. In the Upgrade Preparation area, choose the appropriate options.
6. Click Proceed to begin the upgrade. A progress bar displays the status of the upgrade.

After the upgrade is complete, the device reboots.
To upgrade a device by using the CLI, do the following:
1. Type upgrade.
2. Select DOWNLOADINSTALL.
3. Choose a release to upgrade to.
4. Choose the appropriate options throughout the upgrade process.
After the upgrade is complete, the device reboots.

References

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sma-attack-N9bf4
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