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Discord Exploited to Spread Clipboard Hijacker Stealing Cryptocurrency Funds

CloudSEK’s STRIKE team has uncovered a sophisticated cryptocurrency theft operation orchestrated by the threat actor “RedLineCyber,” who deliberately impersonates the notorious RedLine Solutions to establish credibility within underground communities. Rather than collecting comprehensive system data, the malware employs a highly targeted approach: continuously monitoring the Windows clipboard for cryptocurrency wallet addresses and performing silent substitution with attacker-controlled addresses at the precise moment users attempt to paste them. This surgical technique dramatically increases attack effectiveness while maintaining a minimal detection profile.

The threat actor exploits trust relationships within Discord communities focused on gaming, gambling, and cryptocurrency streaming.

Through extensive human intelligence operations conducted in December 2025, researchers identified a targeted campaign leveraging Discord communities to distribute Pro.exe, a Python-based clipboard-hijacking trojan designed specifically to substitute real-time cryptocurrency addresses during user transactions.


Read More: 
https://gbhackers.com/discord-exploited/
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