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eScan Antivirus Update Server Breached to Deliver Malicious Software Updates

MicroWorld Technologies’ eScan antivirus platform fell victim to a sophisticated supply chain attack on January 20, 2026, when threat actors compromised legitimate update infrastructure to distribute multi-stage malware to enterprise and consumer endpoints worldwide.

Security researchers immediately alerted the vendor, which isolated the affected infrastructure within one hour and took its global update system offline for over eight hours.

However, the attack’s critical nature, where malicious payloads deliberately disable eScan’s functionality and block automatic updates, means thousands of users cannot remediate through standard patching processes and must contact eScan directly for manual intervention.


Read More: 
https://gbhackers.com/escan-antivirus-update-server-breached/
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