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Ivanti Vulnerabilities exploited in Zero-Day Attacks
Vulnerability Note: VN-2026-02
[bookmark: _GoBack]Date of Issue: 03 February 2026
Severity Rating: High
[bookmark: main-pars_header_604865618]Systems Affected: 
· Ivanti Endpoint Manager Mobile (EPMM)
Description
Two critical vulnerabilities have been identified in Ivanti Endpoint Manager Mobile (EPMM), and they can be exploited in zero-day attacks. The flaws are code-injection vulnerabilities that can allow remote attackers to execute arbitrary code on vulnerable devices without authentication. 

Solution

RPM scripts have been released to mitigate the vulnerabilities for the affected EPMM versions:

· Update to RPM 12.x.0.x for EPMM versions 12.5.0.x, 12.6.0.x, and 12.7.0.x
· Update to RPM 12.x.1.x for EPMM versions 12.5.1.0 and 12.6.1.0

Users are advised to apply the patches as soon as possible.

CVE Information
CVE-2026-1281
CVE-2026-1340
References
https://www.bleepingcomputer.com/news/security/ivanti-warns-of-two-epmm-flaws-exploited-in-zero-day-attacks/
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM-CVE-2026-1281-CVE-2026-1340?language=en_US
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