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[bookmark: _GoBack]Zimbra Multiple Vulnerabilities
Vulnerability Note: VN-2026-03
Date of Issue: 13 February 2026
Severity Rating: High
[bookmark: main-pars_header_604865618]Systems Affected: 
· Zimbra versions prior to 10.1.16
Description
Multiple vulnerabilities have been identified in Zimbra and they can be exploited to compromise email infrastructure and user data. The vulnerabilities reported are as follows:

· A cross site scripting vulnerability - A vulnerability in Zimbra Webmail and Briefcase file sharing allowing script execution in user sessions.

· LDAP injection vulnerability - An authenticated flaw where improper input sanitization allowed manipulation of LDAP queries.

· XML External Entity (XXE) - A vulnerability located in the EWS SOAP endpoint allowing interference with XML data processing.

· Cross Site Request Forgery Bypass - Insufficient Cross-Site Request Forgery protection which has been fixed with proper token validation.

Solution

Users are advised to upgrade to version 10.1.16. However, due to the comprehensive nature of these changes, Zimbra has noted a “High” deployment risk.

Administrators are advised to follow standard backup procedures before applying the patch.
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