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Computer Emergency iﬁsponse Team of Mauritius
Ministry of Information Technology, Communication and Innovation

CERT-MU Security Alert

Date of Issue: 17 April 2026
Phishing attempts impersonating Mauritius Telecom (Lucky Draw)

Severity Level: High
Description:

The Computer Emergency Response Team of Mauritius (CERT-MU) wishes to inform the public
of an ongoing phishing campaign targeting individuals in Mauritius by impersonating Mauritius
Telecom.

It has been observed that the campaign typically begins with an unsolicited audio call made via
Google Meet, using a Gmail account “mauritiustelecomeluckydraw@gmail.com”. It is to be noted
that the aim behind such campaigns is to convince the victim that he/she has won a prize or has
been selected as part of a promotional offer.

The scammers subsequently attempt to deceive individuals into disclosing sensitive information
such as personal details, banking information, or One-Time Passwords (OTPs), or may request
that victims click on malicious links or install unknown applications.

The general public is strongly advised to remain vigilant against such campaigns and to adopt the
following precautionary measures:

e Do not trust unsolicited calls or messages claiming prize winnings or promotional
rewards

e Do not share personal, financial, or authentication information such as OTPs or
passwords

e Avoid clicking on suspicious links or downloading applications from unknown sources

e Verify any such offers directly with Mauritius Telecom through official communication
channels

e Immediately terminate any suspicious communication
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Individuals who receive such fraudulent calls or messages are advised to report the incident on the
Mauritian Cybercrime Online Reporting System (MAUCORS+ - http://maucors.govmu.org/).

Contact Information

Computer Emergency Response Team of Mauritius (CERT-MU)
Ministry of Information Technology, Communication and Innovation
Hotline No: (+230) 800 2378

Gen. Info. : contact@cert.govmu.org

Incident: incident@cert.govmu.org

Website: http://cert-mu.govmu.org
MAUCORS: http://maucors.govmu.org
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