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· This vulnerability affects Cisco ISE and Cisco ISE-PIC
CVE Information:
CVE-2023-20185
Description
Multiple vulnerabilities in Cisco Identity Services Engine (ISE) and Cisco ISE Passive Identity Connector (ISE-PIC) could allow a remote attacker to execute code remotely or disclose information on an affected device. The vulnerabilities reported are as follows:
CVE-2026-20181: Cisco ISE and ISE-PIC Remote Code Execution Vulnerability
A vulnerability in Cisco ISE and ISE-PIC could allow an authenticated, remote attacker to execute arbitrary commands on the underlying operating system of an affected device. To exploit this vulnerability, the attacker must have valid administrative credentials. This vulnerability is caused due to insufficient validation of user-supplied input. An attacker could exploit this vulnerability by sending a crafted HTTP request to an affected device. A successful exploit could allow the attacker to obtain user-level access to the underlying operating system and then elevate privileges to root. In single-node deployments, successful exploitation of this vulnerability could cause the affected ISE node to become unavailable, resulting in a denial-of-service (DoS) condition. In that condition, endpoints that have not already authenticated would be unable to access the network until the node is restored.
CVE-2026-20190: Cisco ISE and ISE-PIC Information Disclosure Vulnerability

A vulnerability in Cisco ISE and ISE-PIC could allow an unauthenticated, remote attacker to view sensitive information on an affected device. This vulnerability is due to improper authorisation checks when accessing a resource. An attacker could exploit this vulnerability by sending crafted traffic to an affected device. A successful exploit could allow the attacker to gain access to sensitive information, including hashed credentials that could be used in future attacks.

Workarounds
Users are advised to apply the following updates 

	Cisco ISE or ISE-PIC Release
	First Fixed Release for CVE-2026-20181
	First Fixed Release for CVE-2026-20190

	Earlier than 3.3
	Migrate to a fixed release.
	Not vulnerable.

	3.3
	3.3 Patch 11
	Not vulnerable.

	3.4
	3.4 Patch 6
	3.4 Patch 6

	3.5
	3.5 Patch 4 (Aug 2026) or hot patch
	3.5 Patch 3



More information about the updates is available on:
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-multi-G5WP8vv
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