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[bookmark: _GoBack]Attackers Abuse Microsoft Teams to Impersonate IT Support and Steal Corporate Access

Attackers are increasingly abusing Microsoft Teams to impersonate internal IT support and trick employees into handing over remote access and corporate credentials, even as traditional email phishing volumes tied to major platforms like Tycoon2FA decline. Microsoft’s recent email threat landscape data for Q2 2026 shows a sharp downstream impact from the March disruption of the Tycoon2FA phishing-as-a-service platform. 

Tycoon2FA-linked phishing volume dropping roughly 92% from late‑2025 baselines and QR-code and CAPTCHA-gated campaigns falling accordingly.This has not translated into a reduction in overall social engineering, but rather a channel shift as threat actors increasingly pivot from saturated email defenses into collaboration platforms such as Microsoft Teams, where traffic often bypasses secure email gateways and inherits implicit trust from internal workflows.
At the same time, Microsoft Threat Intelligence and multiple independent researchers report steady growth in Teams‑based phishing and vishing. Weekly malicious call attempts now approaching ten times mid‑2025 baselines, and attackers timing calls during weekday business hours to blend into normal IT activity.

Read More:
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