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Computer Emergency Response Team of Mauritius
Ministry of Information Technology, Communication and Innovation

CERT-MU Vulnerability Note


 			
Cisco Finesse Remote File Inclusion Vulnerability
[bookmark: _GoBack]Vulnerability Note: VN-2026-05
Date of Issue: 26 June 2026
Severity Rating: High
[bookmark: main-pars_header_604865618]Systems Affected: 
· Cisco Finesse
Description
A vulnerability has been identified in Cisco Finesse that could allow an unauthenticated, remote attacker to load arbitrary files from remote locations into an active user session on an affected device, potentially enabling browser-based attacks.

This vulnerability is caused by insufficient validation of user-supplied input for HTTP requests that are sent to an affected device. An attacker who has knowledge of the affected device's address could exploit this vulnerability by persuading a user to click a crafted link containing that address. A successful exploit could allow the attacker to conduct browser-based attacks and execute arbitrary script code in the context of the affected interface or access sensitive information on the affected device.

CVE Information: 
CVE-2026-20175

Solution
Users are advised to apply updates:
More information about the update is available on:
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-finesse-rfi-gwpkdc89
References
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