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CERT-MU Vulnerability Note


 			
Cisco Catalyst SD-WAN Controller, Catalyst SD-WAN Manager, and Catalyst SD-WAN Validator Authenticated Privilege Escalation Vulnerability
Vulnerability Note: VN-2026-06
Date of Issue: 24 July 2026
Severity Rating: High
[bookmark: main-pars_header_604865618]Systems Affected: 
This vulnerability affects Cisco Catalyst SD-WAN Controller, Cisco Catalyst SD-WAN Manager, and Cisco Catalyst SD-WAN Validator, regardless of device configuration.
This vulnerability affects all deployment types, including:
· On-Prem Deployment
· Cisco SD-WAN Cloud-Pro
· Cisco SD-WAN Cloud (Cisco Managed)
· Cisco SD-WAN for Government (FedRAMP)
Description
A vulnerability has been identified in the CLI of Cisco Catalyst SD-WAN Controller, formerly SD-WAN vSmart, Cisco Catalyst SD-WAN Manager, formerly SD-WAN vManage, and Cisco Catalyst SD-WAN Validator, formerly SD-WAN vBond. This vulnerability could allow an authenticated, local attacker to execute arbitrary commands as root by supplying a crafted file to the affected system.

[bookmark: _GoBack]This vulnerability is caused due to insufficient validation of user-supplied input. An attacker could exploit this vulnerability by uploading a crafted file to the affected system. A successful exploit could allow the attacker to perform command injection attacks on an affected system and elevate their privileges as the root user.

Solution
Users are advised to apply upgrades. 
More information is available on:
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sdwan-privesc-4uxFrdz
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