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CERT-MU Vulnerability Note


 			
Critical WordPress Plugin Backdoor Exposes 20,000 Sites to Full Administrator Takeover
Vulnerability Note: VN-2026-08
Date of Issue: 29 July 2026
Severity Rating: High
[bookmark: main-pars_header_604865618]Systems Affected: 
· WordPress
Description
A critical supply chain compromise has been identified in a widely used WordPress plugin, exposing approximately 20,000 websites to potential administrator takeover. This vulnerability, tracked as CVE-2026-18072 with a CVSS score of 9.8, allows unauthenticated attackers to gain full administrative access by sending a single HTTP request that includes a hardcoded token embedded in the plugin’s source code.

Upon successful exploitation, sensitive information, including the site URL and administrator username, is exfiltrated to an external command-and-control server at fontswp.com. The attacker is then redirected to the WordPress admin dashboard with persistent session cookies.
[bookmark: _GoBack]

Solution
Administrators are strongly advised to immediately remove the plugin, audit all user accounts, rotate authentication keys, invalidate sessions, and conduct a full forensic review to detect any secondary persistence mechanisms or unauthorised changes.
More information is available on:
https://gbhackers.com/critical-wordpress-plugin-backdoor-exposes-20000-sites/
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