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[bookmark: _GoBack]RatHat Abuses Android Wireless Debugging to Gain Shell Access and Steal Banking PINs
RatHat, a newly identified Android banking malware family that combines Accessibility abuse, local Android Debug Bridge (ADB) pairing, native shell-level components, and generative-AI-assisted interface automation. Anti-malware software.
The operation appears linked to China-based threat actors and is primarily designed to steal banking credentials, payment PINs, one-time passwords, device-unlock secrets, and other high-value data from infected Android devices. 
In one analyzed build, the malware could impersonate a well-known streaming service and dynamically alter its visible icon and app label, including use of a “Chrome” activity alias.
The most consequential part of the infection chain is its autonomous abuse of Android Wireless Debugging. After persuading a victim to enable its Android Accessibility Service, RatHat’s SystemHelper component uses synthetic taps to unlock Developer Options, activate Wireless Debugging, open the pairing interface, and scrape the temporary six-digit ADB pairing code and dynamic port from the screen.
It then pairs with the device’s local ADB daemon through an embedded ADB library, giving the attackers a shell-level execution context without requiring a connected host computer. That shell access allows RatHat to stage two masqueraded Go binaries in /data/local/tmp. The first, liblocal-service.so, acts as a privileged local agent capable of issuing commands that exempt the malware from Doze restrictions, move it into an active standby bucket, grant permissions, and disable or remove selected packages. 
Read More:
https://gbhackers.com/rathat-malware-attack/







