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Computer Emergency Response Team of Mauritius
Ministry of Information Technology, Communication and Innovation

CERT-MU Vulnerability Note


 			
Critical Check Point Vulnerability Allows Remote Root Code Execution Without Authentication
Vulnerability Note: VN-2026-09
Date of Issue: 17 September 2026
Severity Rating: High
[bookmark: main-pars_header_604865618]Systems Affected: 
· Security Management Server, Multi-Domain Security Management Server, Log Server, Multi-Domain Log Server
Affected Versions: 
· R82.20
· R82.10 Jumbo Hotfix Take 44 or lower
· R82 Jumbo Hotfix Take 126 or lower
· R81.20 Jumbo Hotfix Take 166 or lower
· R81.10 Jumbo Hotfix Take 190 or lower (EoS)
· R80, R80.10, R80.20, R80.30, R80.40, R81 (all EoS)
CVE Information: CVE-2026-91843
Description
A critical stack overflow vulnerability has been identified in the login process of Check Point’s Security Management and Log Server products. This flaw could allow an unauthenticated remote attacker to execute arbitrary code with root privileges, posing a significant risk to organizations utilizing affected Check Point management infrastructure. The vulnerability affects the unauthenticated login workflow, meaning an attacker may not require valid administrative credentials to exploit it. Successful exploitation could grant an attacker root-level execution on the targeted management or log server.

Solution
Check Point has released updates to address this vulnerability. More information about the updates is available on: https://support.checkpoint.com/results/sk/sk1000155
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