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Docker Sandboxes Vulnerabilities Let Malicious Guests Escape Workspace and Access Host Files
Vulnerability Note: VN-2026-10
Date of Issue: 17 September 2026
Severity Rating: High
[bookmark: main-pars_header_604865618]Systems Affected: 
· Docker Sandboxes versions 0.28.0 through versions before 0.42.0 on macOS.
· Docker Sandboxes versions 0.37.0 through versions before 0.42.0 across affected deployments.
CVE Information: 
· CVE-2026-77179
· CVE-2026-79994
Description
The two critical vulnerabilities have been identified in Docker Sandboxes and they are as follows:

a) The first vulnerability (CVE-2026-77179) affects Docker Sandboxes versions 0.28.0 through versions before 0.42.0 on macOS. The vulnerability issue exists in the macOS virtio-fs host server, which incorrectly follows symbolic links when reopening an unlinked file that is based on a previously stored path. A malicious process inside a guest sandbox could replace a parent directory with a symbolic link after the original path has been approved. This race condition could redirect a subsequent host-side file operation outside the authorized shared workspace. Successful exploitation of this vulnerability could allow a malicious guest to read or modify arbitrary host files accessible to the virtual machine monitor (VMM) user. This access could potentially lead to host code execution.

b) The second vulnerability (CVE-2026-79994) affects Docker Sandboxes versions 0.37.0 through versions before 0.42.0 across affected deployments. This vulnerability pertains to the guest-to-host Unix domain socket relay. While Docker Sandboxes originally verified that a requested socket path was within an approved workspace, it subsequently established the connection using the original path string. An attacker could exploit the gap between these two operations by replacing an intermediate directory with a symbolic link.



Solution
Organisations should upgrade Docker Sandboxes to version 0.42.0 or later immediately. Docker’s subsequently released 0.43.0 also contains additional security hardening and workspace-related improvements
Where an immediate upgrade is not possible, Docker recommends using clone mode and avoiding read-write host mounts. Clone mode reduces direct exposure of the host workspace, while removing writable mounts limits the damage that could result if a malicious guest achieves path redirection.
Security teams should also treat sandboxes executing untrusted code as potentially hostile, minimize host-mounted directories, avoid placing credentials or sensitive repositories in shared paths, and monitor Docker Sandboxes version deployment across macOS developer endpoints.
[bookmark: _GoBack]Postal address 
Computer Emergency Response Team of Mauritius (CERT-MU) 
Ministry of Information Technology, Communication and Innovation
3rd Floor, Wing A, 
Shri Atal Bihari Vajpayee Tower, 
Cybercity Ebene,

image1.gif
£y





